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IMPLICATIONS FOR THE STUDY OF WIDE AREA NETWORKS AND
PAINTINGS IN THEIR STEPS FRACTALS.

PREFACE

The art organizes everything by parts. The authors of
this work are implacable authors of some dawns,
evenings and nightfalls that bring a fresh change to the
Homo Sapiens at any place of the planet. Their valleys,
volcanoes, atmospheres, are not only theirs, they are
of all of us. They are of the whole world. They will be of
the future world. The future generations will enjoy their
discoveries, of what today they copy from the nature
that surrounds us. The landscape, suddenly becomes
difficult to rescue but with the knowledge and dexterity
characteristic of the authors of this beautiful book, one
proves that, in all the five continents, new aesthetics
and semiology transformations, are generated.

IMPLICATIONS FOR THE STUDY OF WIDE AREA NET-
WORKS AND PAINTINGS IN THEIR STEPS FRACTALS.

of the landscape painting, demands
an imagination effort. The authors go developing
dimensions with colors and give organic forms arranged
to them while they paint. They recognize that the
essence of life, increases, it transform and changes in
the synergetic objects that they paint in the solid, liquid
and gaseous states. They allow in their representations
that those parts are logically adequate, so that there is
harmony in their painting. The parts that they organize,
require a structural setting that is adapted to the
variations of functional requests and allows to give
extension and relation to the organic structures that the
authors paint in the pattern, continuity that they search
and study in the nature.

German A. Ossa E.
Art Critic — Writer
nidodecondores4@hotmail.com
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IMPLICATIONS FOR THE STUDY OF WIDE AREA NETWORKS AND
PAINTINGS IN THEIR STEPS FRACTALS.

INTRODUCTORY COMMENT

1.-INTRODUCTION
Today the communication techniques have gone improving just as it have develop new
communication courses too, now the WAN nets are very important because they reduce bounds
and made that the communication be more easy in far away places, allowingincrease the capacity
and velocity of the communication bits systems.
This manual has general information about WAN nets just as subnetting exercises and this nets
configuration.
All the information been in this manual was develop during the 2013-1 period in this sixth
semester of the Engineer in Computer systems university course whit the professor support of
the Dr. Felipe A. Gonzalez Gonzalez and every his knowledge's contribution.
2.- OBJECTIVES
The principal objectives in this manual is reinforce the basics knowledge's of wide area netjust as
strengthen the practice of the subnetting exercise and made the configuration process and the
carried activities duringthe semester where the chair has done.
Basic aspects of wide area networks
Wide Area Network

A wide area net or WAN, is a computer network that cover a relative big geographic
area. Normally, a WAN covers two or more local area network.
The connected computers to a wide area network normally are connected by publics networks

(phone network) the biggest WAN is Internet.

Router

Router is also well known like a packets router. It's a device that brings connectivity for
network level or three levels in OIS model. Its principal function consist in send or set data packet
of anetwork to other, means, interconnecting subnets, understanding that subnetis a IP machines
group that could communicate without a Router’s intervention (by bridges), and as well it has
different network prefix.
LAN and WAN differences
LAN:
*Diffusion Channels
*Few miles

*Some Mbps velocity
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*One organization
*Freedom to choice the physic Communication way
*Reliable channel (mistake rate 1000 less than WAN)

* Simple Structure for mistake operation

WAN

*Point by point channels (except satellites)

*Including whole countries

*Velocity less than 1Mbps

*Some organizations

*Obligation to use public services (for example Telephone network)
* Unreliable channel

*Hard structure for mistake operation

Csu/DsuU

A CSU/DSU it’s a digital interface device, sometimes two far away digital devices that adapt the
physic interface of a DTE device (like a terminal) to the DCE advice (like a switch) in a carrying
commuted network. Sometimes, CSU/DSU joins to the router.

The way how a connection CSU/DSU advice does is: from the Internet services provider (ISP)
TELMEX the signal goes to the CSU/DSU by optic fibre, from there by a Cisco V. 35 cable with DCE-
DTE connections made it far to the Router, there it starts to distribute the net.

This is the kind connection that is implemented in the Academic Multidisciplinary Mante Unit and
other companies it has been implemented too. This connection could be seen in the 3.2.
Illustration

The connection that has been implemented in the Academic Unit is similar to the houses and little
offices connections but in this case the signal down from the cloud (Internet Telmex) doesn't arrive
to a CSU/DSU advice, but it arrives to a telephone flush which in its turn has connected into a
microfilter it’s a little advice that reduces the interferences between ADSL signal and telephone
signal allowing use telephones, modemes, fax, etc. in the same line and plug with the ADLS service.
Afterward it connected to a router- modem by a same microfilter port and even a telephone or fax
from other port. We can appreciate this connectionin 3.3 illustration

DCE/DTE

A serial connection has with data terminal equipment (DTE) at one end of connection and data
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communication equipment (DCE) in the other end. The connection between both DCE is the
network transmission of the WAN service providers. The signal is receiving in the DCE remote,
which decodes the signal again in a data sequences. It sequence is sending, in its turn, to the DTE
remote.

There have been developed a lot rules which allow DTE be communicate with DCE. Electric
Industrial Association (EIA) and the Telecommunication Standardization Sector of the
International Telecommunications Unit (UIT-T) have been active worked developing those
standards.

UIT-T refers to DCE as the equipment that finish the data circuit. EIA refers to DCE as the equipment

of data communication.

Router / ol e
e £ / Madem-Router
- DTE

-

Microfiltra
ilustracion 3.2 DCE ilustracion 3.3
Roseta telefonica
CsU/DsU '
TELMEX
TELMEX

IP Direction

IP direction is a numeric label that identifies logically hierarchically an interface
(communication/connection element) of a device (typically a computer) into a network that use a
IP (Internet Protocol) corresponding at the OIS Model network.

IP Directions types

There are three IP directions types that an organization could receive from Internet Corporation
for Assigned Names and Numbers (ICANN): type “A”, type “B” and type “C”

IP consist in 4 octets of 8 bits each one. The value of the first octet is that determines the IP type.

The table 3.1 details the proprieties of each type.

Type Initial Final Representation Hosts Mainly
Range Range Destined
A | 0.xXX 126.x.X.X N.H.H.H 2*=16,777,216 | Government
B 128.0.x.x 191.255.x.x N.N.H.H 2°= 65536 Shops
C 192.0.0.x 223.255.255.x | N.N.N.H )= 256 | Homes

PublicIP direction

They are visible in the entire Internet. A computer with public IP is accessible (visible)
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from any other computer connected to internet. For connect to internet is necessary a public IP
direction.
Private IP direction
Private IP directions (reserved) are visible just for other hosts from his own network or from other
private networks interconnected by routers. They are used in the companies for the job contents.
The computers with private IP directions can access Internet by a router (or proxy) which has a
public IP. However, since Internet it doesn't access into a computer with private IP directions.
Advantages

It's harder identify the user using this IP

Reduce the operations cost for the Internet services suppliers (IPS)

For IPS the equipments are more simple
Disadvantages

Its requires to depend of services rerouted a host into a IP
It’s unlocatable, in few hours could be some IP changes

STABLE IP DIRECTION
A stable IP direction is an IP which is assigned by the user, as well given by the ISP suppliers in the
first connection. The stable IP today in the market of Internet Access have a mensual cost extra.
This IP are assigned for the user after to receive the supplier information or as well given by the
supplier in the first connection moment. This allow to the user mount web servers, FTP, etc. and
lead a domain to this IP without having to keep update the DNS server each time that change the IP
like dynamics IP.
Advantages

It’s easieridentify the user thatis using this IP

Its allow to have services guided directly tothe IP

Never change.
Disadvantages

They are more vulnerable to the attach because the user can’t get other IP

It’s more expensive for ISP because these IP couldn’t using the 24 hours daily.
NIC

Network Information Center is part of the internet DNS that keep the database of
domains names and convert them to IP direction. Each NIC is an organization which controls the
name register of the domainsinto the levels what correspond.

LACNIC
Latin America & Caribbean Network Information Centre

It is the Internet regional register for Latin America and Caribbean. It manages the IP
directions version 4 and 6, Numbers of Freestanding Systems, Reverse DSN, and others net
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sources for regional network.

LACNIC was established at 2001. Its administrative offices are in Montevideo, Uruguay
and the technological complex of the assignment is provided for Management Committee of
Brazil (Sdo Paulo Brasil). Before its foundation, the IP services registers for the regional were
provided by the American Registry Internet Numbers (ARIN)

Principal WAN Net Activities

a. Subnetting

b. Configuration
c. Administration
Subnetting

Subnetting function is divide a IP network in logical subnets (smaller networks) for
each one of them works to sending level and reception of packages as an individual network,
even all of them belong to the same physical network and the same domain. The subnetting
allows a better administration, traffic control and security to segment the function network.

Subnet Mask

The subnet mask or nets is a data combination that serves for limit the area of a
computer network. Its function is indicate to the devices what part of the direction is the number
of the network, including the subnet, what partis the host corresponding

MACdirection
Inthe computers network, the MAC direction (Media Access Control) is an identificator
of 48 bits (6 hexadecimal blocks) that corresponds as a unique way for a card or a network device.

It has known like physical direction and is once per each device

SOHO Router
The routers are used on private homes and they are known like SOHO (Small Office,
Home Office). Those devices allow some equipment have broadband access by a private virtual

networkand secure.

Network Direction

It’s a standard way refers a network. For example, it could does reference to the
network in the 10.0.0.0. net. That is more appropriate and descriptive way referring to a network
using the word “the first network”. Every host of 10.0.0.0 net have the same network bits. Into the
IPv4 Direction range of a network the lowest saving for the network direction. This direction has 0
bits for each host in the portion of direction host.

Broadcast Direction

The IPv4 broadcast direction is a special direction for each network allowing the
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communication in every host in this network. For send data to all hosts in a network it could send
just one package to the broadcast direction network. It uses the higher direction in the network
broadcast. It is the direction which host proportion bits are all 1. For the 10.0.0.0 network with 24
net bits, the broadcast direction would be 10.0.0.2.55. This direction is known as guided broadcast.

1.  Netdivisioninsubnets (Subnetting)

4.1 SubnetConcept

On 1985 be defined subnet concept or division of a net number type A,B, C, in more little
parts. This concept is introduced for care some problems have started to produced with the
directionally classification of the two levels.

The subnets division is a method for manage the IP directions. It consists dividing the
complete network directions types in smaller parts. With the subnets division, the network isn't
limited to the network mask for type A, B, Cand it bring us more flexibity in the network design.

4.2 Net division in subnetsimportance

The nets could be dividing in smaller subnets this is very important getting more
achievement of them also have with this flexibity the subnets division allows the network manager
brings broadcast contention and down level security in LAN. The subnets division also brings
security because the access to other subnetsis available just by a router services.

The IP directions types could take 256 to 16.8 millions of hosts according its type. The
subnets creation process started asking “borrow” to the host range the bits necessaries for the
subnets required. It should have special care in this action because it should be fewer two bits in
the hostrange. The most bits able to this purposeintype Ais 22, type Bis 14 and type Cis 6.

5. - Subnetting exercise
In the exercise is indicated the amount of bits given with that we'll work for carrying out this
exercises will use the resultants values of raising the number 2 to the exponents of O until 16

this is showed in the box 4.1

DA 2] B 2] 5] ] 7] B 2 20 21 21 2B 21 25 216
1 2 4 8 16 32| 64| 128 256 512 1024 | 2048 409 8192 16384 32768 65536

5.1- exercise: realize the subnetting of direction of network: 140.200.0.0: with 3 bits given.
With this direction of net the first step is identify the class of IP address. With help of the
previous notes we can know that is a class B, since this has a range from the 189 to 191 in the
first octet, and this class has two octets of network therefore the next step is turn the IP
address to binary by class, this step was developed by the researchers. With the aim of
facilitating the next steps and that the division of network is done of easier way, in this method
are represented the octets of network (N) as one and the two octets of hosts (H) as zero, how

show it now

20
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1 11
111111111111 1111.00000000.00000000
Once that it converting to binary for class the next step is obtain the number of nets, the

formulates to use is  2"-2=23-2=8-2=6. The amount on total nets is 8, and the amount of
networks usable is 6. These values will be annotating en the box 4.1.1

The next step is to get the value of m, for doing this will count all the zeros of the address in
binary by class, except the borrowed zeros.

In this case m=13

Formulates for getting the hosts is the next: 2™-2

Substituting: 2'3-2=8192-2=8190
Later for getting the range (f) we will count the amount of zeros that remain from octet to which
it asked borrowed, this step was developed by the researchers too. As in this case lost 3 bits
borrowed. The remain are 5, then, we have: 2%2°=32 Then the range will be 32 With this date

we can to carry on to developed all them:

Clase B
Bits Prestados ]
0 Hosts Totales 5192
< 140.200.0.0 Hosts Utilizables 8190
140.200.31.255 Rides Totales #
<! 140.200.32.0 Redes Utifizabies

(3
14020063255 —> Rango 33
< 140.200.64.0 BN -

140.200.95.255

< 140.200.96.0
140.200.127.255
<& 140.200.128.0
140.200.159.255
<& 140.200.160.0
140.200.191.255
<* 140.200.192.0
140.200.223.255
< 140.200.224.0

140.200.255.255

Network address
Broadcast address

Getting subnet mask

For getting subnet mask we will add up the value of the bits of each octet, remember that this value
go of 1 until 128 from right to left. In the case of a third octet only we'lladd up the values of bits that
were borrowed.

@
8 3 8

= 128
64
2
6

= 128
64
2
6

.0 0O 0 0O0OOOO.0O0OO0OO0OO0OO0COCO

The sum would stay of the following way:

21



The first two octets:  128+64+32+16+8+4+2+1=255. Third octet: 128+64+32=224.

For the last one octet, the result will be zero. Then our subnet mask will be the results of the
sum of octets values separated for point, in this case will be of the way:

255.255.224.0 And this is our subnet mask.

For getting the bits from subnet mask will sum the amount of one from 2 net octets (N) plus 3
bits of third borrowed octet. The result will be 19 bits.

5.2- exercise: realize subnetting of the address net 179.226.0.0, following the next topology:

| (500)

This is an exercise of class B.

Let's look the topology that show us that we need 3 nets, then just will use 3 bits borrowed,
insomuch that, if we use 2’ will get 8 less 2 and will be 6 available nets, and this way we will
satisfy the nets of the topology.

First step: become form binary to class.

11 1
11111111 .11111111.0000000 0 00 000O0O0 0

Previously in the exercise 4.1 we look from where to get each one of the variables n,m and f, in this
exercise is the same thing 2"-2=23-2=8-2=6 Those are the total nets and useable nets 2m-2=2%-
2=8192-2=8190. Those are the total hosts and usable hosts, therefore will satisfy to 500 and 510

hosts of the Ethernet's net. 2=2°=32
& 179.226.0.0

Getting nets 179.226.31.255
1

179.226.32.0 — >

Clase B < 17922663255

Bits Prestados 3 Getting subnet & 179.226.64.0

Host Totales 8192 mask Like previ- g:.gg.gzgss

s 3 .226.96.!

Host Utilizables 2190 ously exercise, < 179.226.127.255

Redes Tﬂ.ti-llh‘b 8 for getting the @ 1;:;;21;3255

Redes Utilizables 6 subnet mask will . 179:226:160:0

Rango 3z <

e TR add up the value 179.226.191.255

scara .255.224, X 179.226.192.0

bits of each octet; <&

Bits de mascara 19 bits ’ 179.226.223.255
remember that o 179.226.224.0
those values are 179.226.255.255

from 1 until 128 to the right to left. In the case of third octet
just we'll add up the borrowed bits

Note: To page 25, the reader is left between the mentioned interpretation and paints for the reader to generate
their own ideas and creative about. This is an exercise in creative writing and painting to generate new ideas.
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128

s o
© o™

= 128
= 64
= 32
16
-
-
= 128
64
= 32
16
=8
=4
=2
1

-
-
o

0O 0 000OO0O0.000000O0CO0

For Firsttwooctets: 128+64+32+16+8+4+2+1=255 Thirdoctet: 128+64+32=224

Andthe last one octet, thatit's not usable the result will be zero.

Then this is our subnet mask 255.255.224.0 For getting the bits from subnet mask will add up the
amount of one from 2 net octets (N) plus 3 bits of third borrowed octet. The result will be 19 bits.
5.3- Exercise: realize subnetting of the address net 179.226.0.0, with 4 borrowed bits.

This is an exercise of class B Let's change to binary by class.

1111
11111111.11111111.00000000.00000000

Previously in the exercise 4.1 and 4.2 we look the way to get a variables n, m, and f, in this case
is look like.

2"2=2%-2=16-2=14 Those are the total nets and usable nets 2"-2=2'2-2=4096-2=4094 Those
are the total hosts and usable hosts.
Getting nets

o 17922600 . 179.226.128.0
Clase B 179.226.15.255 <
Bits Prestados 4 ) 179.226.16.0 179.226.143.255
Host Totales 4096 <
179.226.144.0
Host Utilizables 4094 179.226.31.255 <&
Redes Totales 16 o 179226320 179.226.159.255
Redes Utilizables 14 179.226.47.255 179.226.160.0
::f\go ;25 Jes 2100 s 179.226.48.0 Lo
jascara . . . <
Bits de mascara 20 bits 179.226.63.255 179.226.175.255
X 179.226.64.0 " 179.226.176.0
Getting subnet mask ) 179.226.79.255 < 179.226.191.255
Like previously exercise, for getting the subnet s 179.226.80.0 179.226.192.0
mask will add up the value bits of each octet; < 179.226.95.255 <
remember that those values are from 1 until 128 . 179.226.96.0 179.226.207.255
. . . <
to tlhe right to left. In the cajse of third octet just 179.226.111.255 5 179.226.208.0
we'lladd up the borrowed bits 179.226.112.0 <
<J 179.226.223.255
179.226.127.255 179.226.224.0
<14
; . ERE 179.226.239.255
538 % wenc 53T A8 0w~ B 179.226.240.0
111 1 1 1 1 1 11 1 1 1 1 1 1 0

0 000000.00000000 _I5

179.226.255.255

The sum will be the next way 128+64+32+16+8+4+2+1=255

Third octet: 128+64+32+16=240

Last one octet, that t it's not usable the result will be zero.

Than our subnet maskis:

255.255.240.0

For getting the bits from subnet mask will add up the amount of one from two octets net (N)
plus 4 bits of third borrowed octet. The result will be 20 bits.

5.4- Exercise: realize subnetting of the address net 200.100.100.0, followingthe nexttopology



S T

(4n) =

lIl.’I]

Note: this exercise it's a subnet not applicable, because the topology ask for 40 hosts for each
Ethernet net therefore won't satisfy with the gotten nets in this exercise. This exercise only is
included at the manual; it's very important look the necessity's hosts on the time to do the
subnet.

ThisnetisclassC.

Firststepis become to binary by class

1111
11111111.11111111.11111111.00000000

The topology says us that we need 9 nets, and then to n will give 4 values 2"-2=2%-2=16-2=14
Those are the total nets and usable nets.  2™-2=2°-2=16-2=14. Those are the total hosts and
usable hosts. For this reason the exercise is not applicable, because we need 40 hosts for
Ethernetnet. 2/=2°=16.

Getting nets

Clase c © 200.100.100.0 . 200.100.100.128

<
Bits Prestados 4 200.100.100.15 200.100.100.143
Host Totales 16 X 200.100.100.16 ,  200100.100.144
Host Utilizables 14 ‘ 200.100.100.31 - 200.100.100.159
ie:es Lctlalez | ;i 5 200.100.100.32 o 200.100.100.160

edes Utilizables < <
Rango 16 200.100.100.47 200.100.100.175
Méscara 255.255.255.240 o 200.100.100.48 o 200.100.100.176
Bits de Mascara 28 bits 200.100.100.63 200.100.100.191
. 200.100.100.64 ,  200.100.100192
. < <

Getting subnet mask 200.100.100.79 200.100.100.207
: : : . 200.100.100.80 200.100.100.208

Like previously exercise, for getting the subnet s -100.100. &
mask will add up the value bits of each octet; 200.100.100.95 ;ggiggigg;ﬁ

R 200.100.100.96 -100.100.

remember that those values are from 1 until 128 & <
X . . 200,100,100.111 200.100.100.239
to the right to left. In the case of third octet just 200.100.100.240

W add he b abi E 200.100.100.112 o
we'll add up the borrowed bits < 200.100.100.255

200.100.100.127

X s o ©
o @ @ 83 & A
q g ow J g v Vg oo
S & 0 ¢ N H HEHE TN d A3 ® A 0T N o
111111 11 11111111 11111111 .0000O0O0O00O0

The sum will be to the next way: First 3 octets: 128+64+32+16+8+4+2+1=255. Fourth octet:
128+64+32+16=240. Then thisis our subnet mask 255.255.240.0

For getting the bits from subnet mask will add up the amount of one from 3 net octets (N) plus 4
bits of fourth borrowed octet. The result will be 28

Remember that this exercise is not applicable, because not satisfy the necessity of hosts of each



net.

Exercise: realize subnetting of the address net 200.100.100.0, following the next topology:
K s 4
‘,// l an ’\\ / [
1. -t !\\ -

:
!
- (o

This exercise is similar to 4.4. Now will use the same exercise, but with a necessity lower of hosts
perfectly for the address class nettype C. Firststepis convertingto binary by class:

The topology says
1111 us that we need 9
11111111.11111111.11111111.00000000 nets, and then to n

will give 4 values.

2"-2=2%-2=16-2=14 Those are the total nets and the usable hosts.

2M-2=2%-2=16-2=14 Those are the total hosts and the usable hosts. In this case it will satisfy the
necessity of each net. 2'=2*=16.

Obtaining ofthe mask of sub-net.

To the equal than in the previous exercises, in order to obtain bits the mask of sub-net to sum the
value of the bits of each octeto, to remember Than these value they goto from 1a 128 of righta
left. We will add in the event of the fourth octet only The values of the bits that were asked for
rendered.

I S
LS S

© © %
N ¥ o9 N ¥ o ow N ¥ o o©

- ® ™ I (SRR A L B - R I ]
11111111 .111 11111 11111111 .0000O0O0O00O0

The sum would be left of the following way: For the first three octets:
128+64+32+16+8+4+2+1=255 For the fourth octet: 128+64+32+16=240. This is then our
mascara of sub-net: 255.255.240.0 in order to obtain bits of the mdascara We will sum of sub-
net The quantity of some of the three octets of net (N) Which asked plus the four bits of the
fourth octet lent The result is 28 bits.

5.6 Exercise: Selling off the Subnting of the address of net: 10.10.10.0, with 6 rendered bits.
This is an IP of class A.

First step is to convert to binary for class:

111111
11111111.00000000.00000000.000O0O0OO0OOCO

2"-2=25-2=64-2=62 These are the total nets and usable nets.
2m-2=2"8.2=262142 The total hosts and usable hosts are these 2'=2?=



Class A

Lend Bits 6

Total Host 262,144
Utilize Host 262,142
Total Nets 64

Utilize Nets 62

Rank 4

Mascara 255.255.0.0
Mascara of Bit 14 bits

Table 4.6.1 Result of the subneting 4.6

<16

Obtaining of the nets:

10.0.0.0
10.64.0.0 b 10.128.0.0 <o 10.3.255.255
. 13.255.25
10.67.255.255 10.131.255.255 10.4.0.0 <s
10.132.0.0
10.68.0.0 & <1 40725555 .
10.135.255.255
10.71.255.255 10.136.0.0 &4 10.8.0.0
10.72.0.0 <3 - 10.11.255.255 <wn
10.139.255.255 ’ -
10.75.255.255 . 1014000 10.12.00 <u
10.76.0.0 < <: 10.15.255 955
10.143.255.255 A3.233.093
1079255255 ,, 1014400 10.16.0.0 =
10.80.0.0 10.147.255.255 <s 1019255255 -y
10.83.255.255 v 014800 & 10.20.0.0
10.84.0.0 10.151.255.255 £ jg32ssass <w
0g7ssass o 00 10.24.0.0
10.88.0.0 10.155.255.255 &% e s <
-68.0! , 1015600 10.27.255.255
<
10.91.255.255 owssassass o, 102800
10.92.00 10.31.255.255
10.95.255.255
10.96.0.0
10.99.255.255
10.100.0.0
10.103.255.255
10.104.0.0
10.107.255.255
10.108.0.0
10.111.255.255
10.112.0.0
10.115.255.255 A .
10.116.0.0 2"-2=2"=64-2=62
10.119.255.255 2M-2=2%=262144-2=262142
10.120.0.0
10.123.255.255 2%=2%=4
10.124.0.0

10.127.255.255

10.32.0.0
1035255255
10.36.0.0
1039255255
10.40.0.0
10.43.255255
104400
10.47.255.255
10.48.0.0
10.51.255.255
10.52.0.0
10.55.255.255
10.56:0.0
10.59.255.255
10.60.0.0




Obtaining of the mask of sub-net.

To the equal than in the previous exercises, Getting the mask from sub-net. We will add up the
value of the bits out of every octet, to remember Than these value they go to from 1 a 128 of
right a left. We will add in the event of the third octet We will add up The values of the bits that
were asked for rendered.

o 10.224.0.0
<
“ 10.160.0.0 10.227.255.255
< 10.228.0.0
10.163.255.255 <7
" 10.164.0.0 10.231.255.255
< 10.232.0.0
10.167.255.255 <8
10.168.0.0 10.235.255.255
< . 10.236.0.0
10.171.255.255 <
" 10.172.0.0 10.239.255.255
< 10.240.0.0
10.175.255.255 <&
10.176.0.0 10.243.255.255
<M . 1024400
10.179.255.255 <
10.180.0.0 10.247.255.255
<* o 10.248.0.0
10.183.255.255 <
o 10.184.0.0 10.251.255.255
< 10.252.0.0
10.187.255.255 <&
10.188.0.0 10.255.255.255

47

10.191.255.255

128

I Y Lo~
111.00000O0 O0O0O.00000000.00000000O

The sum would be left of the following way:
Forthe first octet:.
128+64+32+16+8128+64+32+16+8+4+2+1=255
Forthe second octet:

128+64+32+16+8+4 =255
Thisisthen our mask of sub-net: 255.252.0.0
in order to obtain bits of the mascara We will sum of sub-net The quantity of some of the
three octets of net (N) Which asked plus the four bits of the fourth octet lent The result is 14 bits.
128+64+32+16+8+4 =255



‘+1=255

Forthe second octet:

128+64+32+16+8+4 =255

Thisisthen our mask of sub-net: 255.252.0.0

in order to obtain bits of the mascara We will sum of sub-net The quantity of some of the three

octets of net (N) Which asked plus the four bits of the fourth octet lent The result is 14 bits.
5.7 Selling off the Subneting of the address of net: 148.200.0.0 /21

The /21 indicates the bits of mask thatit has the address of net.

The first step is to convert to binary for class:

il aboaloaloal

11111111.11111111 00O0O0OOOOO 00O0O0OOOODO

As they are 21 bits of mask then for logic bits Than himself ask lent 5, the bits of
mask they add of left a right the first two octets of net (N) more the bits than ask lend of Third
octet. Then if in the two first octets they are 16 bits In order to complete 21 bits. We have not
enough 5, then the rendered bits 5 will be n.

2"-2=2°-2=32-2=30.These are the total nets and usable nets

2m-2=2"1-2=2048-2=2046.The total hosts and usable hosts are these.

2'=2=8

Obtaining of the nets:

148.200.0.0

148.200.7.255
148.200.8.0

148.200.15.255
148.200.16.0

148.200.23.255
148.200.24.0

148.200.31.255
148.200.32.0

148.200.39.255
148.200.40.0

148.200.47.255
148.200.48.0

148.200.55.255
148.200.56.0

148.200.63.255

148.200.128.0

148.200.135.255
148.200.136.0

148.200.143.255
148.200.144.0

148.200.151.255
148.200.152.0

148.200.159.255
148.200.160.0

148.200.167.255
148.200.168.0

148.200.175.255
148.200.176.0

148.200.183.255
148.200.184.0

148.200.191.255

Class

Lend Bits
Total Host
Utilize Host
Total Nets
Utilize Nets
Rank

Mask
Mask of Bit

B

5]

2048

2046

32

30

8
255.255.248.0
21 bits



Obtaining of the mask of sub-net.
We will add up the value of the bits out of every octet in order to get the mask from sub-net,
to remember Than these value they go to from 1 a 128 of right a left. We will add in the event

of the third octet We will add up The values of the bits that were asked for rendered.

148.200.64.0 " 148.200.192.0
<8 <
148.200.71.255 148.200.199.255
148.200.72.0 148.200.200.0
<9 <5
148.200.79.255 148.200.207.255
148.200.80.0 148.200.208.0
<]D <26
148.200.87.255 148.200.215.255
N 148.200.88.0 5 148.200.216.0
< <
148.200.95.255 148.200.223.255
148.200.96.0 148.200.224.0
<]Z <28
148.200.103.255 148.200.231.255
i 148.200.104.0 148.200.232.0
< <B
148.200.111.255 148.200.239.255
N 148.200.112.0 R 148.200.240.0
<
148.200.119.255 148.200.247.255
5 148.200.120.0 148.200.248.0
< <3
148.200.127.255 148.200.255.255

© ©
< N © - S aN©
S © <N NF I

—

= 128

1111.11111111.00000000.00000000

The sum would be left of the following way:

For the firsttwo octets:

128+64+32+16+8+4 +2+1=255

Forthethird octet:

128+64+32+16+8=248

For the latter octet, the fact that the result is not utilized will be zero.

This is then our mask of sub-net: 255.255.240.0.

5.8 Exercise: Selling off the Subneting of the address of net: 172.192.72.72 /18

Tothe equal thanin exercise 4,7 The 18 Indian the bits of mask that the address of net has.

Thefirst stepisto convertto binary for class

11
t11111111.11111111.00000O00O0.0000O0O0O0O0



As they are 18 bits of mask then for logic bits Than himself ask lent 2 the bits of mask
they add of left a right the first two octets of net (N) more the bits than ask lend of Third octet.
Then if in the two first octets they are 16 bits In order to complete 18 bits. We have not enough 2,
then the rendered bits 2 will be n.

2"-2=22-2=4-2=2 These are the total netsand usable nets.

2m-2=2%.2=16384-2=16382.The total hostsand usable hosts are these.
27=2°=64

Obtaining of the nets:

Class B . 172.192.0.0

Lend Bits 2 <

Total Host 16384 172.192.63.255

Utilize Host 16382 . 172.192.64.0

Total Nets 4 <

Utilize Nets 2 172.192.127.255

Rank 64 ) 172.192.128.0

Mask 255.255.192.0 <

Mask of Bit 18 bits s 172.192.191.255

< 172.192.192.0

Table 4.8.1Result of the subneting 4.8 179.192.255.255

Obtaining of the mask of sub-net.

We will add up the value of the bits out of every octet in order to get the mask from sub-net, to
remember Than these value they go to from 1 a 128 of right a left. We will add in the event of the
third octet We will add up The values of the bits that were asked for rendered.

2 =
0 © 8 ©
Nt o~ o© ST SN}
= P S 8§ 2 o« ~ o
1 11 1 1 1 1 111 1 1 1 1 1 .0 O 0OO0OO0OO0OO0OO0O.0O0OOOOODO

The sum would be left of the following way:
For the first two octets:
128+64+32+16+8+4 +2+1=255

Forthe third octet:

128+64=192

Forthe latter octet, the fact that the resultis not utilized will be zero.

This is then our mask of sub-net: 255.255.192.0.



5.9 Exercise: Selling off the subnetting of the address of net: 136.221.0.0. Taking

the following topology into account.

IEIILIAD

(120)

(10)

Topology of net of exercise 4,9

We can observe in this topology need of the 9 needs with con several host each the
maximum of hosts That 120 for net require music themselves. Then like they require 9 Nets the
bits that they take rendered of the octet 4 owed will come from hosts when 2 will lift the fourth
potency The result will be 16 total nets and 14 usable, with this the need of nets will get

satisfyed .

Thisaddress according to the beginning of the first octet of net comes from classroom B.

First we converted to binary for class:

1111
11111111.11111111.0000000O0 .000O0OO0ODO0COO0ODO

Now we will obtain variables n, my f.

2"-2=2%-2=16-2=14. These are the total nets and usable nets.
2m-2=2'2-2=4096-2=4094. The total hosts and usable hosts are these.

2'=2=16



Obtaining of the nets:

Class B
, 136.221.0.0 . 136.221.128.0
Lend Bits 4 < <
136.221.15.255 136.221.143.255
Total Host 4096 ) 136.221.16.0 , 136.221.144.0
< <
Utilize Host 4094 136.221.31.255 136.221.159.255
136.221.32.0 136.221.160.0
Total Nets 16 5 <
— 1 136.221.47.255 136.221.175.255
tilize Nets , 136.221.48.0 . 1362211760
< <
Rank 16 136.221.63.255 136.221.191.255
Mask 255.255.240.0 “ 136.221.64.0 o 1362211520
Maskof Bit 20 bits 136.221.79.255 136.221.207.255
. 136.221.80.0 136.221.208.0
< <13
Table 4.9.1 Result of the subneting 4.9 136.221.95.255 136.221.223.255
- . 136.221.96.0 . 1362212240
Obtaining of the mask of sub-net. <
136.221.111.255 136.221.239.255
We will add up the value of the bits out of g 1zl L, 1362212400
<
every octet in order to get the mask from 136.221.127.255 136.221.255.255

sub-net, to remember. Than these value they go to from 1 a 128 of right a left. We will add in

the event of the third octet. We will add up. The values of the bits that were asked for

rendered. -

o % 83 8 3

N ¥ o9 Y3 N9 )

3 88 o v oo 9 82 0 v o~ o=

111 1 1 1 1 1 11111 111 .0 0 O O 0O0OO0OO0.000O0COOOO

The sum would be left of the following way:

For the first two octets:

128+64+32+16+8+4 +2+1=255

For the third octet:

128+64+32+16=240

For the latter octet, the fact that the result is not utilized will be zero.

This is then our mask of sub-net: 255.255.192.0.

5.10 Exercise: Selling off the Subnet of the address of net: 195.200.72.142 with 4

rendered bits and indicating to that the sub-net belongs this same.
This address of net comes from class C.
First step is to convert to binary for class:

il gloaloal
11111111 .11111111.11111111.000000°©00



As topology says us that they need 9 nets. Then we will give n a value of 4 in order that the
need of nets may get satisfied:

2"-2=2%-2=16-2=14. These are the total nets and usable nets.

2Mm-2=2%-2=16-2=14. These are the total nets and usable nets

27=2%=16. ) 195.200.72.0 - 195.200.72.128
<
195.200.72.15 195.200.72.143
Class c . 1952007216 195.200.72.144
< <
Lend Bits a 195.200.72.31 195.200.72.159
Total Host 1 L Bs200723 195.200.72.160
= 195.200.72.47 195.200.72.175
U ot H . 1952007248 195.200.72.176
Total Net: 16 < <
A 195.200.72.63 195.200.72.191
Utilize Nets 14 , 1952007264 195.200.72.192
< <
Rank 16 195.200.72.79 195.200.72.207
Mask 255.255.255.240 s 1932007280, 195.200.72.208
Maskof Bit 28 bits 195.200.72.95 195.200.72.223
195.200.72.96 195.200.72.224
<5 <14
Table 4.10.1 Result of the subneting 4.10 195.200.72.111 195.200.72.239
. 19520072112 195.200.72.240
< <
195.200.72.127 195.200.72.255

This exercise's address of net belongs to the sub-net 8.

Obtaining subnetwork's mask.

In the same way like previous exercises, for getting the subnetwork's mask we will add up the
value of the bits from each octet, remember that this values are going from 1 to 128, right to

the left. In the case of the 4" octet we are going to add up only the value of the bits that were

borrowed.
©
o o o 83 a9
L e N 2 e & oo e~ o
[ S e T2 0w T2 0o o~
11 1 1 1 1 1 1 1T 1111111 .1 111 1 1 1 1 .0 0 0O O OO0OO0OO0

The sum will finish in the next way:

For the first three octets:

128+64+32+16+8+4 +2+1=255

For the 4" octet

128+64+32+16=240

So, this is our subnetwork's mask: 255.255.240.0

For getting the bits from the subnetwork's mask we are going to add up the quantity of
one of the three network's octets plus the four bits from the fourth octet that were borrowed. The
resultis 28 bits.

5.11 Exercise: Make the “subneteo” of the network's address: 172.69.100.24 / 21
and indicate to which subnetworks belongs to.



Like we already saw in previously exercises, the number showed after the slash
indicates the bits of the mask that have the network's address, in this case 21.

Thefirst step to turn to binary for class:

11111
11111111.11111111.000O00O0O0O0.00O00O0O0O0O0TO0

Like there are 21 bits of mask, so, for logic the bits that will be borrow are 5, because
the bits of the mask are added up from left to the right in the first two network's octets (N) plus
the bits that are borrow from the third octet. Then, if in the first two octets are 16 bits to complete
21, weare missing 5, so the bits that we are goingto borrow nare 5.

2"-2=2°-2=32-2=30. Theseare the total networks and usable networks

2m-2=2%1.2=2048-2=2046. These are the total hosts and usable hosts . 172691280
<

2f=23=8 172.69.135.255
v 172.69.136.0
Class B 172.69.143.255
Borrowed bits 5 1 172.69.144.0
Total Host 2048 172.69.151.255
Usable Host 2046 172.69.152.0
Total networks 32 &
Usable networks 30 172.69.159.255
Range s " 172.69.160.0
<
Mask 255.255.248.0 172.69.167.255
Mask’s bits 21 bits " 172.69.168.0
<
Square 4.11.1 Results of the “Subneteo” 4.11 172.69.175.255
172.69.176.0

OBTAINING THE NETWORKS. 17269.183.255

172.69.184.0
23
172.69.0.0 172.69.64.0 172.69.191.255
<0 <& 2 172.69.192.0
172.69.7.255 172.69.71.255
1726980 ) 172.6972.0 172.69.199.255
o < » 172.69.200.0
172.69.15.255 172.69.79.255 172.69.207.255
o 172.69.16.0 0 172.69.80.0 3} 172.69 2080
172.69.23.255 172.69.87.255 ) 172.69.215.255
172.69.24.0 172.69.88.0
P ot & 172.69.216.0
172.69.31.255 172.69.95.255 172.69.223.255
172.69.96.0
- 172.69.32.0 2 N 172.69.224.0
172.69.39.255 172.69.103.255 172.69.231.255
; 172.69.40.0 N 172.69.104.0 172.69.232.0
< < <29
172.69.47.255 172.69.111.255 172.69.239.255
. 172.69.48.0 u 172.69.112.0 “ 172.69.240.0
< <
172.69.55.255 172.69.119.255 172.69.247.255
172.69.56.0 172.69.120.0 172.69.248.0
< <5 ot

172.69.63.255 172.69.127.255 172.69.255.255



The network's address in this exercise belongs to the subnetwork 12.
Obtaining subnetwork's mask.

In the same way like previous exercises, to get the subnetwork's mask we are going to add up
the value of the bits from each octet, remember that these values are going from 1 to 128, from
right to the left. In the case of the third octet we are just to add up the values of the bits that
were borrowed.

<+ N © <
© o - © o

= 128

0 & N
11 1 1

= 128
=16
=8
=4
2
1

11 1 1 11 .0 0 0 0O O 0OOO.0O0OOOOOOTG

The sum will finish in the next way:
For the first two octets:
128+64+32+16+8+4 +2+1=255

For the 3" octet
128+64+32+16+8=248

For the last octet, that is not used the result will be zero.
Then, thisis our subnetwork's mask: 255.255.248.0

Exercise: Make the “subneteo” of the network's address: 149.100.100.122 and
indicate to which subnetworks belongs to, remember that you need 20N (300) H, it means 20
networks with 300 hosts.

We can identify the address like class B. the first step is to turn to binary for class:

11111
11111111 .11111111.00000000.00000®0GO00
The value that we will give to N, like we have already seen, depends of the number of networks
needed. In this case it needs 20 networks, so if we see the square 4.1 we will realize that the
necessary bits to this network are 5.
2"-2=2°-2=32-2=30. These are the total networks and usable networks that we need to satisfy
the necessity of 20 networks.
2m-2=2'1.2=2048-2=2046 These are the total hosts and usable hosts, in the same way, we

satisfy the 300 hosts.

Class B
2f=2°=8 Borrowed bits 5]
Total hosts 2048
Usable hosts 2046
Total Networks 32
Usable Networks 30
Range 8
Mask 255.255.248.0

Square 4.12.1 Results of the “Subneteo” 4.12 | MasK'sbits 21bits



OBTAINING THE NETWORKS

, 149.100.0.0
< <8
149.100.7.255
. 149.100.8.0
< <9
149.100.15.255
149.100..16.0
<? &®
149.100.23.255
, 149.100.24.0
< <].1
149.100.31.255
. 149.100.32.0
< <]Z
149.100.39.255
149.100.40.0
< ]
149.100.47.255
149.100.48.0
<5 “u
149.100.55.255 <
149.100.56.0
<’ 5

149.100.63.255

The network's address in this exercise belongs to the subnetwork 12.

Obtaining subnetwork's mask.

In the same way like previous exercises, to get the subnetwork's
mask we are going to add up the value of the bits from each octet,
remember that these values are going from 1 to 128, from right to

the left. In the case of the third octet we are just to add up the

values of the bits that were borrowed.

<+ o ©
© o o

= 128

0 <+ N
11 1 1

= 128

= 64
32
16

11

-

The sum will finish in the next way:
For the first two octets:
128+64+32+16+8+4 +2+1=255

For the 3" octet
128+64+32+16+8=248

=8
=4

149.100.64.0

149.100.71.255
149.100.72.0

149.100.79.255
149.100.80.0

149.100.87.255
149.100.88.0

149.100.95.255
149.100.96.0

149.100.103.255
149.100.104.0

149.100.111.255
149.100.112.0

149.100.119.255
149.100.120.0

149.100.127.255

For the last octet, that is not used the result will be zero.

0

0 .

149.100.128.0

149.100.135.255
149.100.136.0

149.100.143.255
149.100.144.0

149.100.151.255
149.100.152.0

149.100.159.255
149.100.160.0

149.100.167.255
149.100.168.0

149.100.175.255
149.100.176.0

149.100.183.255
149.100.184.0

149.100.191.255
149.100.192.0

149.100.199.255
149.100.200.0

149.100.207.255
149.100.208.0

149.100.215.255
149.100.216.0

149.100.223.255
149.100.224.0

149.100.231.255
149.100.232.0

149.100.239.255
149.100.240.0

149.100.247.255
149.100.248.0

149.100.255.255

000O0O0OO0OOCO



Then, thisis our subnetwork's mask: 255.255.248.0

For getting the bits from the subnetwork's mask we are going to add up the quantity
from one of the two network's octets plus the five bits from the third octet that were borrowed.
Theresultis 21 bits.

5.13 Exercise; make the “subneteo” of the network's address 169.201.0.0 according to the

next topology.

In this topology we can see that it requires 9 networks with 10 hosts each one. Then, like we
requires 9 networks the bits that are going to be borrow from the octet of the hosts will be 4
because when we raise 2 to the fourth power the result will be 16 total networks and 14 usable,

with this we will satisfy the networks needed.
Thisaddress according to the beginning of the first network's octet is class B.

At first, we turn to binary for class:

1111
11111111.11111111.00000O0O0O0 .0O0O0OOOOTQ 0O

Now we will get the variables n, m and f
2"-2=2%-2=16-2=14. These are the total networks and usable networks.

2m-2=2'2.2=4096-2=4094. These are the total hosts and usable hosts.

2=2%=16
Class B
Borrowed bits 4
Total hosts 16
Usable hosts 14
Total Networks 4096
Usable netwroks 4094
Range 16
Mask 255.255.240.0 Obtaining networks

Mask’sbits 20 bits



169.201.0.0 169.201.128.0

<° <&
169.201.15.255 169.201.143.255
. 169.201.16.0 169.201.144.0
< <’
169.201.31.255 169.201.159.255
) 169.201.32.0 0 169.201.160.0
<
169.201.47.255 169.201.175.255
3 169.201.48.0 " 169.201.176.0
<
169.201.63.255 169.201.191.255
B 169.201.64.0 » 169.201.192.0
<
169.201.79.255 169.201.207.255
s 169.201.80.0 5 169.201.208.0
<
169.201.95.255 169.201.223.255
B 169.201.96.0 169.201.224.0
< 14
169.201.111.255 169.201.239.255
B 169.201.112.0 169.201.240.0
< 15
169.201.127.255 169.201.255.255

Obtaining subnetwor's mask

In the same way like previous exercises, to get the subnetwork's mask we are going to
add up the value of the bits from each octet, remember that these values are going from 1 to 128,
from right to the left. In the case of the third octet we are just to add up the values of the bits that
were borrowed.

82 a4
<+ § © &l
S 8 4 0 % N o

=128
= 128

T 99
LR B R
1

11 1 1 1 1 1 11 1 1 1 1 .0 0 O 0O 0OOO0OO.0O0O0OOOTO OO

The sum willfinish in the next way:
Forthe firsttwo octets:
128+64+32+16+8+4 +2+1=255
Forthe 3" octet
128+64+32+16=240
Forthe last octet, thatis not used the result will be zero.
So, thisis our subnetwork's mask: 255.255.240.0
For getting the bits from the subnetwork's mask we are going to add up the quantity
from one of the two network's octets plus the five bits from the third octet that were borrowed.
Theresultis 20 bits.
6. CONFIGURATION OF CISCO ROUTERS.

Cisco 800 series Routers

This serie includes the next models:

= Cisco 892 Integrated Services Router
= Cisco 891 Integrated Services Router
= Cisco 888 Integrated Services Router

= Cisco 887V Integrated Services Router



Cisco 887VA
Cisco 887 VA-W
Cisco 886 VA
Cisco 886VA-W
Cisco 881
Cisco 880 3G
Cisco 880G
Cisco 867VAE
Cisco 866VAE
Cisco 861
Cisco 819
Cisco 812 CiFi
Cisco C892FSP

Cisco C881W

Routers from the 800 series that are not to the sale anymore:

Cisco 887 Integrated Services Router
Cisco 886 Integrated Services Router
Cisco 878 Integrated Services Router
Cisco 877 Integrated Services Router
Cisco 871 Integrated Services Router
Cisco 867 Integrated Services Router
Cisco 857 Integrated Services Router
Cisco 851 Integrated Services Router
Cisco 837 ADSL Broadband Router
Cisco 836 ADSL over ISDN Broadband Router
Cisco 831 Ethernet ISDN

Cisco 828 G.SHDSL Router

Cisco 827 H.ADSL Router

Cisco 827 4V ADSL Router



= Cisco 815 Integrated Services Router
= Cisco 813 ISDN Router

= Cisco 806 Broadband Router

= Cisco 805 Serial Router

=  Cisco 803 ISDN Router

= Cisco 802 ISDN Router

v Mod. 806 Broadband Router.
VPN safe Access and manageable with the power of technologies of CISCO 10S to small offices and
remotes workers

The broadband router CISCO 806 is a router from Ethernet to Ethernet that provides
safe Internet Access and Access to the corporative network with the Digital Subscriber Line (DSL)
and the wire modems. The Cisco 806 router includes a firewall State full Inspection software of
optional code VPN IP, Triple Standard Digital Encryption Security (3DES IPSec) and the quality of
the service (QoS) for voice and Management of traffic of video. With the proved reliability of IOS ®
Software, The 806 Cisco Router is easy to install and offers one solution of safe access and is
manageable to the tele-workers and small remotes offices.

The 806 Cisco Router is ideal for tele-workers or small remote offices (it's recommended 20
users at Maximus), because it fills the requirements of business of critic missions, including:
= Security in the empresarial class to Internet Access and VPN.

= The implementation costs and low life cycle.

= \oice, Video and traffic management

= Proved Reliability and management capacity of Cisco 10S.

The 806 Cisco router benefies to all sizes companies. The small ones and middle ones companies
can use the 806 Cisco router to provide multiusers safe access with attainable connections of
broad band. The companies could use the 806 Cisco Router to standardize in one safe device and
manageable to connect tele-workers or agents to the corporative network. The services suppliers
and systems integrators could use the 806 Cisco Router to provide controlled access from distance

and security services. You can see thisrouterin theillustration 5.1.1
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Illustration 5.1.1 Rear of a Router.
Cisco 1700 Series Modular Access Router.

Models included in this seriesare:

Cisco 1760 Modular Access Router
Cisco 1751 Modular Access Router
Cisco 1750 Modular Access Router
Cisco 1721 Modular Access Router
Cisco 1720 Modular Access Router
Cisco 1712 Security Access Router
Cisco 1711 Security Access Router
Cisco 1710 Security Access Router

Cisco 1701 ADSL Security Access Router

Cisco 1721 Modular Access Router

Cisco 1721 is a modular router optimized for data-access applications, providing companies the
most comprehensive functionality and flexibility to deliver secure Ethernet and Intranet access to
the router. The router offers a wide range of WAN access options, high-performance routing and
quality in the service, the routing inter-virtual LAN and the VPN access with understanding
firewall. With Cisco 10S Technology, the cisco 1721 offers high reliability and flexibility of the WAN
interface card interchangeable, integrated security that includes Hardware VPN — based
encryption and firewall state inspection, and the business class DSL with a higher quality of service

to ensure the high performance levels are guaranteed.
Benefits Key



Modular profitable device optimized for data access applications , offers a wide range of WAN
access options , high performance routing, VIAN routing and VPN access with firewall options .
Provide business- class DSL, ADSL and G.SHDSL technologies with a greater quality of service .
The illustration 5.1.2 shows in detail each part of this router.
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Ilustration 5.1.2 Parts of a Router 1721.

Cisco 1751 Modular Access Router

Optimized for integration of multiple services of voice, video, datas, and fax's traffic, Cisc1751isa
modular device that provides to companies with the most complete functionality and flexibility
offering Ethernet Security, intranet access and datas / voice's integration . The router offers a wide
range of WAN access and interface options, voice over IP performance routing with the bandwidth
management, routing intervirtual LAN and VPN access with firewall options. Benefits of multiple
accesses are available to companiesincorporated of voice, video, data and fax now orin the future.
Main advantages

Multiservice solution aviable option for smalland medium size enterprices and small branches.
Amodular device optimized for voice/data/ video/ fax / integration of multiple services .

Offering a wide range of WAN access and interface options, voice over IP performance routing

with the bandwidth management, routing VLAN and VPN access with firewall options.
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lllustration 5.1.3. Shows the rear of the router Mod 1751

6.2 Boot Process for a Cisco Router :

Theinternal architecture of a Router Cisco support components that plays animportantroleinthe
start up process. The internal components of the router's configurationare :

RAM/DRAM : stores routering tables , the ARP cache of fast switching, the buffering of packages
and the queue of packets. The RAM also provide temporal memory and/or work for configuration
file router while the routeritson. The RAM contents its lose if it produce a switch-off orif the CPU is
restarted.

NVARM: The RAM non-volatile stores copy of complete support of the configuration file. The RAM
contentits preserved during a power outage or electrical, the CPU is restarted.

FLASH: ROM erasable, reprogrammable that retains the image and the microcode for the
operative system. The flash enable updates of software without removing and replacing the
processor chips. The flash content its conserve during switch-off or reboot. Flash memory can
store multiples versions of Software.

ROM: Contains power-up diagnostics about steps program and Software Operating System. The
updates require removal and replacement of pluggable chips on the CPU.

INTERFACES: Network connections onthe motherboard or on separate interface modules across
the renaming of the which packages enteringand leavingarouter.

StepstoturnonaRouter.

After the power on selftest of the router, occur the following events as they initial the router.

Step 1.- The generic bootstrap loader ,which is located in the room , executes on the CPU card . A
bootstrap is a simple operation by default to load instructions which in turn cause other
instructions to be loaded into memory, or cause entry to other modes of configuration.

Step 2.- The operating system (Cisco 10S) can be found in one of several places. It reveals the
location in the field to start the configuration record. If the boot field indicates a flash or network
load, boot system commandsin the configuration file indicate the exact location of theimage.
Step 3.- The operating system image is loaded . When it's loaded and running, the operating
system locates the Hardware and Software components and displays the result on the console
terminal.

Step 4.- The saved con figuration files in NVRAM is loaded into main memory and executes line by
line. These configuration commands start routing processes, provide addresses for interfaces



establishing the characteristicsin the media, etc.

Step 5 .- If there is not valid configuration in NVRAM, the operating system executes a
configuration routine with initial questions called system configuration dialog, as known as initial
configuration dialog.

6.3ThelOS Cisco

Cisco 10S (originally internet work Operating System) is the software used in the vast majority of
routers and switches-off. I0S is a package of routing functions, commutation, Ethernet work and
telecommunications that s tigthy integrated with a multitasking operating system.

The command —line interface or 10S (I0S CLI) provides a fixed set of commands for multiples
words. The package available is determinated by the “mode “and level of privileges of the current
user. The “Global configuration” mode provides commands to change the system configuration
and the interface configuration mode to turn provides command to change the settings for a
specific interface. To all of the commands are assigned a privilege level of 0 to 15 and can be
accessed by users with the necessary privileges. Through the CLI, you can define the available
commands for each level of privilege.

6.3.1The different modes of users on the 10S

User mode: Allows you to query the information related to a router without being able to change.
Theshellis the following :

Router >

User Privilege: Allows you to view the status of the router and import or export images os 10S . The
shellis the following :

Router #

Configuration mode interface: Allows you to use script configuration interfaces (addresses, IP,
masks, etc...). The shellis the following :

Router (config) #

Mode —Line configuration: Allows you to configure a line (example : access to the router by telnet).
The shellis the following :

Router (config-line ) #

Spatial mode: RXboot mode of maintenance that can serve as, especially, to restart the router
passwords. The shellis the following :

Rommon>

6.4 PROTOCOLS



6.4.1 Router Protocols

Arouted protocol allows the router will send data notes between different Networks. Isa Protocol
of level 3 decking to transfer information from one device to another in the form of a network.
Routing protocol is the datagram of level 3 that takes information from the application in addition
toinformation onthe higherlevels.

Features: Arouter protocol allows the router will send data between nodes of different networks.
For a protocol to be routable, must support the ability to assign to each individual device a number
of network and one of the hosts.

Routing Protocol is the implementation of a routing algorithm in the software or hardware. A
routing protocol an algorithm the application of routing in the software or hardware.

Advantages:
. Is easier to configure (comparatively to others products).
. It'san open protocol (supports derived versions although not necessary compatible).
. It's supported by most of manufacturers.

Disadvantages:

Its main disadvantage is that, in order to determinate the best metric, only takes into account the
number of hops, downloading other . It's not designed to solve any problem of routing. The
RFC 1720 (STD 1) describes these technical limitations of RIP serious and the IETF is evaluating
candidates to replace it, within which OSPF is the favorite. This change is hampered by the wide
expansion of RIP and need appropriate arrangements.

6.4.2 Routing protocols

Routing protocols are the set of rules used by a router when it communicates with other routers to
share routing information. Thisinformation is used to build and maintain the routing tables.

Features:

Routers must maintain routing tables and ensure that others routers know of changes in the
topology of the network. This function is carried out using a routine protocol to communicate the
information of the network to other routers. When the package arrives at an interface, the router
must use the routing table to set the destination. The routers send the packets to the appropriate
interface, addinformation necessary framing for thatinterface, and then transmits the frame.

Advantages:
Only changesin the state of the link are sent. Which significantly reduces the bandwidth required.

Although the changes are sent to all routers associated with the interconnection simultaneously,
the convergence time is reduced. Significantly provide control and flexibility for routing



information cross the renaming of the interconnection.
Disadvantages:

Increases the complexity of the installation, increases the internal processing requirements
(memory of the CPU). The routing protocols can be classified into two types, distance vector and
link state.

Distance vector:

The vector distance means that the routers are published as vector of distance and direction . This
distance is defined in terms of metric like the hop count and the address is simply the next — hop
router or the output interface. The distance vector protocols generally use the Bellman Ford
algorithm for the determination of the best path.

Link status:

Unlike the operation of the protocol of the distance-vector routing, a router configured with a link-
state routing protocol can fall a full view or Topology of the network to gather information from all
other routers. To continue, the use of a routing protocol Link state is like having a complete map of
the network topology. The signs along the route from source to destination are not necessary,
because allthe routers on the link state use a map to the same network.

Arouter uses the link state information of link state to create a map of the Topology and select the
bestroute to all the destination networksin the Topology.

Some of the most common protocols for routing include RIP, IGRP, EIGRP, OSPF, IS-IS and BGP.
Bellow will explain two of them: RIP and EIGRP

RIP Protocol

RIP (Routing Information Protocol) is one of the routing protocols used by older IP based devices.
It's originally implementation was for the XEROX pup protocol at the beginning of the 80's, won
popularity when was distributed as the routing protocol. For the implementation TCP/IP. RIP is a
distance vector protocol that uses the account of routers hops as metric. The account of hops
maximum of RIP is 15. Any path that exceeds 15 hops is labeled as unreachable with the
establishment of the account of jumps in 16.In RIP routing information is propagated from one
router to the other neighbors by means of dissemination of IP using the protocol UDP and port
520.

The rip protocol version 1 is class routing protocol that does not support the publication of
information of the net mask. The RIP protocol is a protocol without class that supports CIDR and
VLSM, summary of routes and security through simple text and md5 authentication.



It's should be noted:

. RIP is a routing protocol based on distance vector. The RIP uses the number of metric
dataastothe selection of routes.

. The RIP routing updates disseminated by means of the ro

. The maximum numbers of hops allowed in RIP is 15.

. The RIP routing updates disseminated by means of the routing table complete every 30
seconds by default.

° RIP may perform balance of download to a maximum of six equal cost routes (the
specification by omission of four routes).

° RIP requires that you use a single network mask for each network number of main class
that is announced. The mask is a subnet mask of fixed length. The standard rip-1 does
not contemplates triggered updates .

. RIP 2 allow subnet masks variable length (VLSM) in the interconnection. (The standard
rip 2 allow triggered updates unlike the rip-1 the definition of the maximum number of
parallel paths allowed in the routing table empowers RIP to carry out the load
balancing.

Syntax of the configuration of the RIP.
Router(config)#routerrip

Router(config-router)#network 192.168.1.0
Router(config-router)#network 200.200.1.0
Router(config-router)#version 2

Router(config-router)#maximum-paths 6
Network specifies the networks directly connected to the router that will be announced by RIP.

Versionadopt a value of 1 or 2 specify the version of RIP is going to be used. If not specified
theversion, The 10S software adopts as the default sending RIP version 1 but receives updates of
both versions, 1and 2.

Maximum Paths (optional ) enables the load balancing.
EIGRP Protocol

EIGRP protocol (Enhanced Interior Gateway routing protocol). Is a routing protocol vector of
distances and a routing protocol of link state, owned by Cisco Systems, which offers the best of the
vector algorithms of distances and the condition link. It's considered an advantaged protocol that
is bases on the characteristics normally associated with the protocols of the state link. Some of the
best features of OSPF as a partial updates and the detention of neighbors, are used in a similar



manner with EIGRP. But does not guarantee the use of the best route, is quite used because EIGR is
somewhat easier than configure that OSPF. EIGRP improves the convergence properties and
operates more efficiently than IGRP. This allows a network has enhanced architecture and be able
to maintain the currentinvestments.

The mostrelevant features of EIGRP are:
1.-Reliable transport protocol (RTP)

2.- Updates limited

3.- Algorithms of updates by diffusion ( DUAL)
4.- Establishments by adjacencies.

5.-Tables of neighbors and topology.

Routers EIGRP maintain routing information and at disposal of the RAM, so they can react quickly
to changes. Like that OSPF, EIGRP saves this information in multiple tables and databases, routes
are given a state and can be tagged to provide additional useful information.

EIGRP maintain the following three tables :

Neighbors table: Each router EIGRP maintains a table of neighbors that lists adjacent routers . This
table can be compared with databases used by OSPF adjacency. There is a table of neighbors for
each protocol that supports EIGRP.

Topology tables: The table of topology consists of all the routing tables EIGRP received from
neighbors . EIGRP takes the information provided in the neighbor table.

Network Specific the networks directly connected to the router that will be announced by RIP.
Version adopts a value of 1 or 2 to specify RIP's version that is going to be in use. If the version is not
specified, the software |0S adopts as predetermined option the sending of RIP version 1 but it
receives updates of both versions, 1and 2.

(Optional) Maximum-paths enables balanced of load.

Protocolo EIGRP

EIGRP (Enhanced Interior Gateway Routing Protocol)

It is a protocol of routing vector distance and a protocol of routing of link-state, property of Cisco
Systems, which offers the better of the algorithms of vector of distances and of the condition of
link. It is considered to be an advanced protocol that is based on the characteristics normally
associated with the protocols of the condition of link. Some of the OSPF's best functions, as the



partial updates and the neighbors' detection, are used in a similar form by EIGRP. Though it does
not guarantee the use of the best route, it is used widely because EIGRP is slightly easier to
configure that OSPF. EIGRP improves the properties of convergence and produces with major
efficiency that IGRP. This allows that a network should have an improved architecture and could
support the currentinvestmentsin IGRP.

1- Reliable Transport Protocol (RTP), 2-Limited Updates, 3- algorithm of update for diffusion
(DUAL) 4-Establishment for adjacencies 5-neighbors' Tables and topologia. The routers EIGRP
supportinformation of route and topology.

The routers EIGRP support information of route and topology to disposition in the RAM, in order
that they could react rapidly to the changes. As OSPF, EIGRP guards this information in several
tablesand databases.

The routes receive an state and can be labelled to provide additional information of usefulness.
EIGRP supports the following three tables:

. Neighbors' table
Every router EIGRP supports a neighbors' table that enumerates the adjacent routers. This table
can be compared with the database of adjacency used by OSPF. A neighbors' table exists for every
protocol that EIGRP admits.

. Table of topology

The table of topology consists of all the tables of routing EIGRP received from the neighbors. EIGRP
takes the information provided in the neighbors' table and the table of topology and calculates the
routes of minor cost towards every destination. EIGRP traces this information in order that the
routers EIGRP could identify and commute to alternative routes rapidly. The information that the
router receives from the neighborsis used to determine the route of the successor, who is the term
used to identify the principal route or the best. This information also interferes to the table of
topology. The routers EIGRP support a table of topology for every protocol configured in the
network (as IP, IPv6 or IPX). The table of enrutamiento supports the routes that are learned in a
dynamic way.

° Table of routing
The table of routing EIGRP contains the best routes towards a destination. This information is
recovered from the table of topology. The routers EIGRP support a table of routing for every
network protocol.
Syntax of EIGRP's configuration

router(config)#router eigrp 240
router(config-router)#network network-number
router(config-if)#bandwidth kilobits

router(config-router)#eigrp log-neighbor-changes

routereigrp 240 It specifies EIGRP as protocol of routing for the system

autonomo 240 This value varies from 1 to 65535

network. Specify the networks directly connected to the router that will be announced by
EIGRP.

Bandwidth. The process of routing uses the command bandwidth to calculate the metrics and



it is suitable to configure the command in order that it coincides with the speed of the
interface.

log-neighbor-changes enables the record of the changes of neighbors' adjacency to monitor the
stability of the routing system and to help to detect problems.

In 10S's current versions EIGRP adds to the network command the correspondent wilcard this
allows the protocol the identification of subnetworks:

router(config)#router eigrp 240

router(config-router)#network 192.168.16.0 0.0.0.255

Some commands EIGRP for verification and control are:

Showiproute

Shows the routing table

Showipprotocols

Shows the protocol parameters

Showipeigrpneighbors

Shows the information of EIGRP neighbors

showipeigrptopology

Shows the table of EIGRP topology

debugipeigrp

Shows the information of the packets

The metrics

The metrics is a value used by the routing protocols to assign costs in order to reach any
remote network, every protocol uses his own metrics, for example RIP uses the jumps counting,
EIGRP that is a property of cisco uses a combination of bandwidth and delay, On the other hand
OSPF uses the bandwidth. The jump count that RIP uses is the simplest metrics to understand,
which means, the jJump count refers to the quantity of routers that it must cross a packet to
reach the network of destination. The metrics enters function when the router learns more
than one route towards the same destination, for such the protocol of routing must evaluate
and differentiate between the available routes and to select the route with the lowest metrics.
Static routing

RIPv2, RIP, EIGRP, OSPF

RIPv2: Interior Routing protocol by distance sector

IGRP: Interior routing by distance vector

OSPF: Interior routing protocol of link state

IS-IS: Interior routing protocol of link state

EIGRP: Advanced protocol of interior routing by distance vector developed by cisco

BGP: Exterior routing protocol of vector of route. It is a protocol of vector of route that can use

many attributes to measure the routes.

Split Horizon

Whatis and whatis the function of Split Horizon?

A Split horizon (divided horizon) takes place when a router tries to send information about a route
again in the direction from where it came. For example: The Router 1 initially public that has a
route towards the Network A. As result, there is no motive for the Router 2 to not include this route
of return towards the Router 1 because the Router 1 is the nearest to the Network A The norm of



Split horizon establishes that the Router 2 must eliminate this route of anyone of the updates that
itsendstothe Router1.

The norm of Split horizon helps to prevent the loops of routing. For example, let's suppose that the
interface of the Router 1 towards the Network A stops working. Without the Split horizons, the
Router 2 continues informing the Router 1 that can come to the Network A (across the Router 1). If
the Router 1 is not sufficiently intelligent, it can end selecting the route of the Router 2 as an
alternative for the direct connection that has failed, provoking a loop of routing. Though the waits
should anticipate this, the Split horizons are implemented in IGRP as a way of supplying additional
stability of protocol.

Protocols that use divided horizon

- RIP
- IGRP
- EIGRP

. VPLS They use the technology of divided horizon to avoid the cycles in the plan of re-

sending
6.5 Basic configuration of a Cisco router
6.5.1 change the name of the router
The name of the router can be modified in order to be able to differentiate it in the network or
networks. The command will be executed in way of global configuration.
Router(config)#hostname<Name>
Adifferentname will appear in the prompt in meetings HyperTerminal or Telnet.

- Before
Router >

. After
Name >

6.5.2 Configuration of the Ethernet interfaces of the Router
Now, we must do that they communicate both networks connected to the Router. Let's suppose

that the name of the interface connected to a computer is Fast Ethernet 0/0 and that of the one

connected tothe computer 2 is Fast Ethernet 0/1, beingin global configuration mode.
Here the commandstoinput:

° Interface fastEthernet 0/0:
Router (config) # interface fastEthernet 0/0
Router (config-if) #ip address 192.168.1.1 255.255.255.0
Router (config-if) # no shutdown
Router (config-if) # exit

(] Interface fastEthernet 0/1:
Router (config) # interface fastEthernet 0/1



Router (config-if) # ip address 10.0.0.1 255.0.0.0
Router (config-if) no shutdown
Router (config-if) exit

This is all in relation to the configuration of the interfaces. Both networks should communicate
now between them. We can verify it with a ping command of a PC of a network towards a PC of
another network.

To save the current configuration we will use the command write from the privileged mode.

If the interface that is going to be configured is serial, the procedure that follows is the same, but
only the command clockrate will be added with the speed of synchronization for example 64000.

6.5.3 Configuration of passwords in the Router Cisco

Turning on the router Password

The first thing that it is necessary to do is to connect in privileged mode, then in the mode of global
configuration to effect this manipulation:

Router >enable

Router # configure terminal

Router (config) #

Once in global configuration mode, it is necessary to enter the mode of configuration of line typing
onthe following
Router(config)#line console 0

Inthe mode of configuration of line we type the wished password followed by the command login.
Router(config-line)#password <contrasefia>
Router(config-line)#login

we can now leave the configuration of line mode with the command exit, later we do the same
thing to go out of the global mode, and already being in privileged mode we save the configuration
with the command write.

Router(config-line)#exit
Router(config)#exit
Router#write
Router#exit

Router>

Password to the Privileged access

This part explains how to put a password to the privileged user.

The first thing that it is necessary to do is to connect in privileged mode, then in mode of global
configuration to effect this manipulation:



Router > enable
Router # configure terminal
Router (config) #

Once in mode of global configuration, it is necessary to type a command to put a password:
Router (config) * enable password <password>

The next time that a user tries to connect in privileged user mode, will be requested him a
password.

Configuration of the Telnet Access to Router.

Since the configuration with the cable of console and HyperTerminal is not practical, it is
possible to allow that the administrators should connect to the router via a Telnet session from
any PC of one of both networks.

We start in mode of global configuration, then in mode of configuration of line VTY:

Router>enable
Password?:

Router # configure terminal
Router (config) #linevty 04

This will configure the possibility of 5 telnet sesions simultaneously in this router.
We come now to the prompt of configuration of line. To activate Telnet, we have to put a password

totheline:

Router (config-line) # password contrasefa
Router (config-line) # exit

We save the configuration with the command write.

6.5.4 Commands of information in Cisco Routers

The commands of information allow to show the information relative to the router. They all begin
with the prefix show or sh. The majority must be executed from the privileged mode.

Show the file of current configuration of the router:

show running-config

show run

sh run

Show information about the configuration of hardware of the system and about the 10S:

showversion
shversion

To show the active processes:
showprocesses



show the protocols configured of the layer 3 of the model OSI:
showprotocols

show the statistics of memory of the router:
showmemory

show information and statistics on an interface:

show interfaces name_interface
sh interfaces name_interface
shintname_interface

1. PACKETTRACER® CISCO

After realizing the exercises of division of networks, some of them were practised in the
software PacketTracer from Cisco, in which simulations can be carried out by the devices of
network as if one was working physically in real life.

7.1 What is Packet Tracer?

Cisco Packet Tracer is a software property of Cisco System, Inc., designed for the simulation of
networks based on the equipments of the mentioned company. Together with the didactic
materials designed for such, it is the principal tool of work for tests and simulation of practices in
the training courses of Cisco System. For his utilization there is needed the acceptance of the user's
license and the authorization of the owner across the entities named "academies" that are
authorized for the imparting of the mentioned courses.

7.2 The work environment of Packet Tracer

In Packet Tracer's working space they find different zones:

- Zone of menus. It is the area where they find the typical options of all the programs for the
management and the configuration of the software.

- Selector of presentation. It allows to change between logical scheme and physical scheme at the
moment of presenting the devices. The habitual thingis to work with the logical scheme.

-Working space. Itis the zone where there will place the devices that shape the network

- Toolbar. It provides tools to select devices, to move the working space, to analyze specific
parameters of the devices (the magnifying glass), to generate units of information of protocol
simple or complex.

- Selector of operation modes. To change between the way of Real time or the Simulation mode,
which allows us a more detailed analysis of all the PDU of the different protocols that interveneina
communicationin the network.

- Selector of scenarios. It serves to effectuate different analyses on the same network. - Area of
state of the scenario. It shows the UDP that have intervened in the effectuated analysis, be real
time or in simulation mode, for each of the scenarios or situations in that it has been operated the
network.



- Area of devices. Itis the zone that allows to select the devices that are going to be included in the
working space, as well as the connection between these. The left zone gathers the devices for
groups and the right zone of the area offers the included devices, in agreement with the
numeration used by Cisco System.

Intheillustration 7.2.1 we observe the environment of work of the Packet Tracer.

7.1 How to create a topology in the Packet Tracer

The way of operating of Packet Tracer is very simple since it is very intuitive program. The first
operation will consist of selecting the devices that form the network, for it the corresponding
group will be selected: from left to right and from up to down: Routers, Switches, Hubs, wireless
Devices, Connections, final Devices, WAN's Emulation, personalized Devices and multiuser
connection. Intheillustration 7.3.1 we can observe the available routers in the Packet Tracer.

Each of the eligible devices corresponds with a device made by Cisco System, except the so called
Generic devices. The eleccion of the devices can be done one to one (indicating it in the group and
doing click in the scenario to place it) or if it's about several similar devices, indicating in the group
simultaneously pressing the Ctrl key.

The connection of the different equipments can be realized choosing personally the type of
connection or by means of the tool of connection to automatic way. In any case, it is necessary to
indicate on the devices to connection, if the case needs it, we will be given the possibility of
choosingthe type of interface.

8.CONCLUSIONS

8. During the period the lesson of wide area networks took place we were able to obtain many
knowledge, between them to know wherefrom there come the IP addresses that have the
networks, this is done when "subneting", another of the knowledge that were acquired it is to
know how a WAN network is composed, the devices that are involved, etc., also we learned to
configure the Routers and to connect them in order that they could configure the WAN
network, all that with the aim to achieve that the communication is done from a place to
another by means of the use of these devices of network and to achieve thus an ideal

configuration.

Note: To page 25, the reader is left between the mentioned interpretation and paints for the reader to
generate their own ideas and creative about. This is an exercise in creative writing and painting to
generate new ideas.
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