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ARTICLE INFO ABSTRACT

Keywords: In this paper, we demonstrate a scheme to encrypt multiplane scenes using an experimental joint transform
Encryption correlator cryptosystem capable of full complex modulation, implemented with a single phase-only spatial light
Multiplane

modulator. We use two different encoding algorithms to achieve full complex modulation of the input plane of
the joint transform correlator cryptosystem, enabling the encryption of any complex optical field using arbitrary
complex-valued encryption keys. Using the capabilities of this proposal, we demonstrate, for the first time to our
knowledge, the experimental optical encryption of a multiplane scene composed of up to nine different 2D
objects placed at different distances along the optical axis. This scheme is implemented using both double-phase
encoding and binary amplitude encoding, and the performance with both encoding approaches is compared both
numerically and experimentally. We show that binary amplitude encoding is superior to double-phase encoding,
producing results with comparable or higher quality, particularly in the experimental case, and allowing the
encryption of larger scenes than what is possible using double-phase encoding.

Complex modulation
Optimization
Computer generated hologram

1. Introduction

The ability to accurately control optical light fields has become the
cornerstone of many important applications, ranging from metrology [1,
2], microscopy [3,4] and optical trapping [5,6], to optogenetics [7,8]
and holographic displays with ever increasing resolution [9,10],
viewing angle [11,12], and generation speed [13]. Two key factors have
enabled these applications: first, the increased availability of high res-
olution spatial light modulators (SLMs), capable of controlling the phase
or amplitude of an incoming optical field, and secondly, the rapid im-
provements in computer generated holography (CGH), which enables
encoding a target complex light distribution into a phase-only or
amplitude-only function that can be used in conjunction with SLMs.

As the applications of CGH combined with SLMs for optical field
control become increasingly common, there is a growing need for
methods to process the associated holographic content efficiently and
securely. This has led to renewed interest in optical methods for holo-
graphic data compression [14] and optical encryption [15]. Optical
encryption methods have been the subject of intense research since
Refrieger & Javidi proposed the double random phase encoding scheme
(DRPE) in 1995 [16]. Optical encryption methods include visual cryp-
tography, where images are decomposed into shares that reveal the
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original information when superposed [17]. In general, visual cryptog-
raphy techniques face challenges such as limited contrast, pixel expan-
sion, and memory complexity. However, these methods have the
advantages of not requiring complex algorithms and providing high
security, as a fixed minimum number of shares is necessary to recover
the original image [18]. These characteristics make visual cryptography
appealing in high-security applications, and variants tailored for specific
purposes have been proposed [19].

Single-pixel imaging is another optical encryption technique in
which objects are illuminated with structured light patterns, and the
light from the entire scene is registered using a single-pixel detector [20,
21]. The detector signals act as the ciphered text, while the corre-
sponding light patterns act as encryption keys. The original scene can be
recovered from a reduced number of measurements using optimization
algorithms, provided that the structured light patterns, which serve as
encryption keys, are known. This technique achieves both compression
and encryption of the original images. Variants of this method, such as
computational ghost imaging, have been proposed to address limita-
tions, including the complexity of key management [22,23].

While most research focused on optical encryption as an alternative
to conventional digital encryption methods to secure any type of data,
the inherent optical nature of these schemes make them specially well
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suited for encryption of holographic content. For this purpose, optical
encryption methods like DRPE that use coherent light sources are
necessary; however, optical encryption based on DRPE faces significant
challenges [15]. First, the encryption-decryption process introduces
noise and degradation, which may affect the integrity of the data to be
processed. This degradation is mainly caused by the use of random phase
masks (RPMs) as encryption keys [24]. Significant efforts have been
made to minimize this degradation by using alternative architectures
[25-27], optimizing the random phases used for encryption [28,29],
modifying the input data, or using noise resistant data containers
[30-33], however, these noise reduction methods increase the
complexity of the encryption system or add additional processing steps,
which may not be desirable.

The second challenge is related to the security of the DRPE. Since
Javidi’s initial proposal, a variety of attacks have been demonstrated
against these systems [34-38], leading to the subsequent modifications
aimed to protect against these attacks. Similarly to the case of noise
reduction, these proposals use a variety of approaches, such as modifi-
cation of the encryption keys [39-41] or addition of new types of keys
[42,43], alternative methodologies for identifying authorized users
[44], introducing new transformation domains between the input and
output plane of the DRPE [40,45-48], using nonlinear operations such
as phase and amplitude truncation [49], or scrambling of inputs and
keys [50,51], and cryptographic methods like salting [52] and steg-
anography [53], to name a few. These proposals, while achieving their
goal of increasing the DRPE security in many cases, usually introduce
operations that require complex light modulation, which is difficult to
achieve in experimental implementations. For these reasons, most of
these proposals are limited to numerical implementations.

This leads to the third challenge: achieving an experimental optical
implementation capable of processing a variety of inputs. The original
DRPE system was based on a 4F architecture and was initially proposed
to encrypt amplitude-only inputs. Furthermore, the encrypted data was
a complex-valued function, which required holographic techniques for
adequate recording and storage. Later, Javidi proposed implementing
DRPE with a joint transform correlator (JTC) architecture [54]. In this
implementation, the encrypted data is encoded into an intensity func-
tion, eliminating the need for its holographic recording; however, the
input was still intended to be an amplitude-only function. Subsequent
proposals analyzed the effectiveness of optical implementations of DRPE
to encode phase-only inputs. Nevertheless, most optical implementa-
tions of DRPE are limited to processing either phase-only or
amplitude-only inputs. This limitation poses a significant challenge
when working with optical field control systems, such as those used in
holographic displays, since the information to be encoded is in general a
complex-valued function

This limitation means that most of the proposals to reduce the noise
and increase the security of DRPE have only been implemented in nu-
merical simulations or virtual systems. These methods utilize complex-
valued inputs or keys, requiring light modulation setups that are diffi-
cult to implement. Even when these methods can be implemented, they
are usually limited to encrypting simple objects [55-60] or rely on
multiple SLMs, making them both costly and impractical in many
scenarios.

In the case of encryption of holographic data for optical field control
applications, it is highly desirable to enable the encryption and the
projection of decrypted fields using a single SLM, without the intro-
duction of additional elements. To achieve this, we recently proposed a
method that utilizes the double-phase hologram generation method
[61], enabling full complex control of the input plane of a JTC crypto-
system that a single phase-only SLM [62]. This method enabled both the
experimental encryption of complex inputs and the use of arbitrary
computer-generated complex-valued keys, significantly expanding the
capabilities of conventional DRPE schemes. However, despite the ca-
pabilities of this system, the use of double-phase hologram generation
imposes a significant limitation on the size of the objects to be processed
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for a given SLM. Although this approach has the potential to encrypt any
complex field, its demonstration has been limited to individual 2D
amplitude inputs.

To overcome these limitations, we now propose a methodology
based on the binary amplitude encoding (BAE) hologram generation
[63,64] and multiplane hologram generation with the global
Gerchberg-Saxton algorithm [65,66]. Multiplane holograms are of
particular interest because, unlike common 3D CGH, they can present
fully independent information at different depth planes with minimal
crosstalk, which can lead to improved security and multiuser applica-
tions in optical encryption schemes. Furthermore, despite the need for
advanced optimization methods to eliminate interplane crosstalk, these
holograms effectively demonstrate the flexibility of an encryption
scheme capable of processing fully complex-valued input scenes. Our
proposed method can encrypt arbitrary 3D light distributions and is
demonstrated with a multiplane scene composed of multiple 2D objects
placed at different distances along the same optical axis. Furthermore,
we show that, compared to our previous approach, BAE enables the
encryption of larger objects with improved quality. Additionally, we
implement random phase optimization to achieve noise reduction in the
decrypted 3D scenes. Numerical and experimental results confirm the
effectiveness of this approach.

2. Joint transform correlator cryptosystem

As a starting point for the methods detailed in this work, we will
explain the basic scheme of a JTC cryptosystem and the associated
limitations. This is a DRPE architecture that reduces alignment re-
quirements by placing the object and the encryption key on the same
plane [54], as seen in Fig. 1.

The input plane of this system contains both the object and the
encryption key, and is given by

u(x,y) =c(x+b,y) + k(x—b,y), @

where k(x,y) is an RPM that will be the encryption key, c(x,y) is the
object to be encrypted o(x, y) multiplied by a second RPM r(x,y), and 2b
is the separation between the center of both functions. In an experi-
mental implementation, both RPMs are provided by a ground glass
diffuser, as shown in Fig. 1. This input plane is illuminated by a plane
wave, and the Fourier transform (FT) of the resulting field is obtained in
the camera plane by placing a positive lens between the input and the
camera. The intensity registered by the camera is called joint power
spectrum (JPS) and it is given by

|C(v,w))> + |[K(v,w)[* + C(v,w)K* (v, w)e 4

+C* (v, w)K(v, w)e*, @)

Uv,w)? =

where (v, w) are the frequency coordinates, C(v, w) and K(v, w) are the FT
of c(x,y) and k(x,y), respectively, and * indicates the complex conjugate
operator. The decryption can be accomplished using either of the last
two terms, while the remaining terms in the JPS convey extra infor-

Camera

e XN
Diffuser
Fig. 1. Basic JTC encryption scheme. 2b: separation between key and object, f:
focal length of the lens.
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mation that may constitute a vulnerability in the cryptosystem [67]. To
eliminate this issue, the extra terms are filtered as follows: the terms of
the JPS are spatially separated by taking its FT and the extra terms are
then filtered, retaining only one of the last two terms. Then, an inverse
Fourier transform (IFT) of the selected term is performed and the result
is defined as the encrypted data [68].

In this study, we retain the third term of the JPS, so the encrypted
object is given by

E(v,w) = C(v,w)K' (v, w). 3

The decryption process consists of multiplying the encrypted data by
the FT of the encryption key K(v,w), that must be known beforehand and
taking the IFT of the product. By applying the convolution theorem, the
result is

d(x,y) = c(x,y) 9 k' (x,y) @ k(x,¥), C)]

where ® denotes the convolution operator. In particular, k*(x,y) ®
k(x,y) represents the self-correlation of the key k(x, y), which is a
random function. This self-correlation can be approximated as a Dirac
delta by applying the broadband noise approximation [69]. The
decrypted object is then

d(x,_y) = C(X,y) ®§(X,y) = C(X‘,y)7 %)

so that the original object can be recovered by extracting it from c(x,y).

3. Phase mask optimization

Despite the equivalence indicated by equation 5, numerical and
experimental tests show that the recovered object is degraded with
respect to the original one [30,32,51]. It is well known that optical
systems that employ coherent light sources inherently suffer from
degradation due to speckle noise. However, in this case, multiple studies
have shown that most of the resulting degradation in JPS cryptosystems
can be avoided, as it is caused by low intensity noise present in the
self-correlation of the key, which is not accounted for in equation 4 [70].
This low intensity noise, known as random correlation noise (RCN) is
neglected by the broadband noise approximation. This degradation is
one of the main limitations of the JTC cryptosystem, but it can be
mitigated by employing RPMs optimized to minimize the RCN.

To achieve this, we must explore the self-correlation of k(x,y) found
in equation 4. This self-correlation is exactly equal to a Dirac delta in two
cases: when the RPM is infinite in extension or when its FT has constant
amplitude across the entire plane, in which case it is a phase-only
function. While the first case is impossible to achieve in an experi-
mental setup, an approximation to the second one is possible by
generating RPMs whose FT closely approximates a phase-only function.
We can achieve this using phase retrieval algorithms, such as the
Gerchberg-Saxton (GS) algorithm [71]. Phase retrieval algorithms
generate the phase distribution of a complex field with a known
amplitude and a target amplitude distribution in its FT. To reduce the
RCN, we require a key RPM, placed on its respective position of the input
plane, whose FT produces a field with nearly constant amplitude. Fig. 2
shows the flowchart of an iteration of the GS algorithm given these
amplitude constraints.

Previous reports have analyzed the effects of employing keys opti-
mized with the GS algorithm on decryption quality [29]. These reports
found that the GS algorithm preserves the random nature of the key
while increasing the decryption quality in an asymptotic manner. This
means that the quality of the decrypted objects continuously increases
with the number of GS iterations applied to optimize the key, but the
rate of improvement decreases as the number of iterations increases.

4. Multiplane hologram generation

The GS algorithm previously shown is one of the many algorithms
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Fig. 2. Flowchart of GS algorithm. FT: Fourier transform, IFT: inverse Four-
ier transform.

used in the field of CGH. CGH allows the projection of optical fields that
have not been previously experimentally recorded, and combined with
adequate SLM devices, enable precise control of optical fields, allowing
reproduction of 3D intensity distributions. One application of CGH that
has been of considerable interest in the last few years are multiplane
holograms [72-74]. Multiplane holograms encode the optical field
corresponding to a scene composed of several objects located at different
distances along the same axis, one behind the other, as illustrated in
Fig. 3. In the context of optical encryption, multiplane holography
would facilitate the encryption of multiple 2D objects in a single step
into one encrypted object. Then, the different objects would be recov-
ered, one behind the other, without crosstalk, by propagating the
decrypted field at specific distances. This capability significantly in-
creases the usefulness and flexibility of optical encryption schemes.
Since most efficient SLM devices are phase-only, most research in
multiplane holography has focused on generating phase-only multiplane
holograms. One of the most straightforward methods for generating
these types of holograms is by applying the global Gerchberg-Saxton
(GGS) algorithm [65]. This is an extension of the GS algorithm that al-
lows for the enforcement of amplitude constraints at multiple planes as
the optical field propagates through space. Numerically, free-space
propagation over a distance z is achieved using the Fresnel transform
(FrT). Fig. 4 shows the flowchart of an iteration of the GGS algorithm.

Hologram

Fig. 3. Multiplane hologram. The first object is produced on the hologram
Fourier plane and the subsequent objects are produced after propagating
through free space. f: lens focal length, z: propagation distance.
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Fig. 4. Flowchart of GGS algorithm. FT: Fourier transform, IFT: inverse Fourier transform, FrT: Fresnel transform, IFrT: inverse Fresnel transform, n: number of

objects in the multiplane scene, z: axial distance between planes.

GGS algorithms are generally defined to consider only planes connected
through free space propagation, but we modified the implemented al-
gorithm in accordance with the JTC so that the first plane is achieved
using a FT, while the subsequent planes are obtained through free-space
propagation.

The GGS algorithm, like the GS, is an iterative process. To show its
behavior, we evaluate the reconstruction quality according to the
number of GGS iterations applied by measuring the correlation coeffi-
cient (CC) between the reconstructions and the original images. The
correlation coefficient between two images, A and B, is defined as

. S nSa(Amn — A) (Bun — B) |
V(CnnAnn —A)°) (CnSn (B — B))

(6)

where m and n indicate their respective pixels, and A and B are the

average values of the pixels in each image. Given this definition, the CC
takes values between O and 1, where a higher value indicates better
reconstructions. Fig. 5 shows the calculated CC for reconstructions ob-
tained from a multiplane hologram generated using the GGS algorithm.
The holograms generated had a size 2160 x 2160 pixels, a pixel size of
3.76 pm, and produced 4 objects with a size of 320 x 320 pixels axially
separated by a distance of 6.38 mm when illuminated by a beam with a
wavelength of 532 nm. The observed asymptotic behavior is consistent
with the results obtained in previous studies [65].

As can be seen from these results, the GGS shows a rapid improve-
ment in the quality of the reconstructed objects for each plane during the
initial 20 iterations. However, the increase in quality becomes signifi-
cantly slower with additional iterations. In this case, 4 different 2D
objects could be encoded into a single phase-only hologram with
adequate quality with 100 iterations. Achieving a noticeable increase in

Original
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Fig. 5. Reconstruction correlation coefficient as a function of the number of GGS iterations applied to generate the multiplane hologram.
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quality beyond this result can be expected to require many additional
iterations, resulting in increased computation time. However, additional
improvements could be made using alternative multiplane hologram
generation algorithms that implement stochastic gradient descent [75]
and mixed constraints [76], reducing the number of objects in the
multiplane scene, or by decreasing the size of the objects.

5. Holographic encoding of the joint transform correlator input
plane

Now, we turn our attention to the primary goal of our contribution:
demonstrating an experimentally viable optical encryption method
capable of processing multiplane optical fields with minimal degrada-
tion. This encryption scheme is capable of simultaneously encoding in-
formation of multiplane scenes into a single encrypted data. To achieve
this, we propose combining the phase-only multiplane hologram, ob-
tained using the GGS algorithm, and the nearly phase-only optimized
key hologram, obtained using the GS algorithm. This combination de-
fines a new hologram that results in a JTC input plane capable of
encrypting multiplane scenes using a key optimized to minimize
degradation. However, even though both the key and multiplane scene
are contained in phase-only holograms, their combination is no longer
phase-only, but rather a complex-valued hologram that cannot be
directly projected in an experimental setup using a single SLM. As a
result, the study of multiplane scene encryption must be limited to nu-
merical simulations or require extremely precise arrangements of mul-
tiple SLMs, which significantly decreases the flexibility of the resulting
system. One way to address this issue consists of using hologram
encoding algorithms.

Hologram encoding algorithms usually receive complex holograms
and generate new phase-only or other types of holograms with equiva-
lent information. Fig. 6 shows a protocol to encode a complex-valued
JTC input plane with a multiplane scene and a GS optimized key into
a single phase-only hologram. In a previous study, we have shown the
effectiveness of using a similar protocol to achieve complex modulation
in experimental JTC cryptosystems. However, this study was limited to
the use of the double-phase encoding (DPE) algorithm to encrypt single
2D objects [62].

The standard DPE algorithm generates a phase-only hologram whose
FT is equivalent to the FT of the original complex hologram [61]. It
works by defining an array of 2 x 2 phase-only pixels, called macro-
pixels, for each pixel of the complex hologram. Each complex pixel cpm
= |cnm|€™ of size 2a x 2 is codified by its corresponding macropixel,
composed of four phase-only pixels of size a x . These phase-only pixels
are arranged in a checkerboard pattern and take values given by

A ()

92, = O ) @

—cos™" (|Cam

where |cnp| is normalized over the complex hologram. The use of mac-
ropixels limits the size of the complex input plane that can be codified
using this technique.

Recently, a new encoding algorithm called amplitude encoding
(BAE) was proposed [63,64]. This algorithm also produces a phase-only
hologram whose FT is equivalent to the FT of the original complex ho-
logram. This approach has not yet been explored in the context of optical
encryption and has characteristics that could be beneficial for these
systems. In particular, BAE does not use macropixel arrangements,
eliminating the main drawback of the DPE. The BAE algorithm runs as
follows: First, a mask is generated by binarizing the amplitude of the
original complex into a,, and a.s pixels. This binarization process is
performed using dithering algorithms such as Floyd-Steinberg dithering.
Then, the values of the phase-only hologram are determined based on
the mask, where pixels corresponding to a,, will retain the phases of the
original complex hologram. Meanwhile, the pixels corresponding to as
will alternate its values between 0 and 7z, so that adjacent pixels will
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Fig. 6. Input plane hologram generation method. FT: Fourier transform, IFT:
inverse Fourier transform.

cancel each other through destructive interference. This phase assigna-
tion is expressed as

Oum, fOr @y =  aon
= ’ R 8
(/)"m {0$$t)7 for Apm = Qoff i ( )
where 0@ is defined as

nm

(al

. . It) -
el _ { 0, if previous 0,;,’ is @ ©

" 7, if previous & is 0
The tradeoff of this method is the introduction of noise in the
reconstruction plane. The location of this noise depends on the raster
scan direction of the alternating substitution. In this study, we used
vertical raster scan, as it was found to be less prone to signal and noise
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superposition. Comparisons between both algorithms showed that DPE
had similar or superior fidelity to BAE, but lower light efficiency and
effective resolution due to the use of macropixel arrangements. In the
context of encryption, both BAE and DPE can be used as encoding al-
gorithms in the input plane hologram generation method shown in
Fig. 5.

6. Multiplane scene encryption

Both the DPE and BAE algorithms produce a phase-only hologram,
whose FT results in the desired complex-valued JTC input plane, needed
to encrypt a multiplane scene using an optimized key. However, the FT
of this input plane is a phase-only function by construction, which means
that the digital camera of the optical setup can’t properly register the
JPS. To address this situation, it is important to note that the input plane
produced by the phase-only holograms presents additional features
because of the encoding process. In the case of DPE, there are replicas of

the input plane centered at {:I:pﬁ,:tq 217,} ,wherep,q=...,—2,-1,0,1,

2,... represent the diffraction order. In the case of BAE, noise artifacts
arise along the vertical borders of the input plane due to the vertical
raster scan [64]. These additional features can be removed by placing a
spatial filter on the input plane, ensuring that the JPS is no longer a
phase-only function. As a result, the digital camera can properly register
the JPS from the filtered input plane, and the JTC encryption process can
continue as usual. Ultimately, the JTC with complex modulation, ach-
ieved using encoding algorithms, includes a SLM positioned so that the
input plane is generated on its FT plane, precisely where the filter is
located. The optical setup can be found in Fig. 7. To reiterate, the
codified phase-only hologram is projected using the SLM, and the
resulting field propagates through free space. A positive lens is placed to
ensure that the JTC input plane, which includes the multiplane scene, is
formed at the focal length of the lens. The artifacts produced by the
encoding algorithms are removed using a spatial filter, and the filtered
input plane, containing the multiplane scene, can be encrypted using a
conventional JTC.

7. Numerical results

To test this proposal, we generated codified input plane holograms
and codified key holograms using the protocol shown in Fig. 6. We then
used numerical simulations to generate the JTC input plane, apply
filtering, and then obtain the corresponding encrypted object (equation
3). To perform the decryption of this data, the encrypted object is
multiplied by the FT of the encryption key and the IFT of the product
produces the decrypted field, which corresponds to the complex field of
the first object in the multiplane scene. Afterwards, subsequent propa-
gations of this field enable the reconstruction of the other objects, as
shown in Fig. 8.

Input plane prqjection system Conventional JTC

I 1
. JTC
input plane

Lens

Lens

Multiplane \
scgne Filter

A
Phase SLM

Fig. 7. JTC with complex modulation. SLM: spatial light modulator, f: lens
focal length, JTC: joint transform correlator.
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Fig. 8. Decrypted multiplane hologram. The first object is recovered on the
focal plane of the lens, and the subsequent objects are reconstructed after
propagating through free space. f: lens focal length, z: propagation distance.

The codified holograms had a size of 2160 x 2160 pixels, with a pixel
size of 3.74 ym. The object and the key on the input plane had a size of
320 x 320 pixels and were separated a distance of 2b = 720 pixels.
Given the size restrictions imposed by the DPE algorithm, these values
were chosen so that the input plane could be codified using both DPE
and BAE algorithms, enabling a direct comparison of their perfor-
mances. Considering the asymptotic behavior of the GS algorithm, we
decided to use optimized keys in all cases, generated using 100 iterations
of the algorithm. The numerical algorithms considered an illumination
wavelength of 532 nm, and the multiplane scene to be encrypted was
composed of 4 different 2D objects separated by an axial distance of 6.38
nm. The phase optimization and the generation of the multiplane ho-
lograms took approximately 0.6 s and 6.4 s seconds, respectively. These
algorithms were executed using a NVIDIA GeForce RTX 4090.

Fig. 9 shows the results obtained using the proposed method to
encrypt and decrypt multiplane holograms generated using 1 and 100
iterations of the GGS algorithm and codified using both the BAE and DPE
algorithms. Above each decrypted image there is a specific section
zoomed in for better visualization and below each reconstruction is the
correlation coefficient between them and the corresponding original
image. The results show that using 100 iterations of the GS algorithm
and 100 iterations of the GGS algorithm is sufficient to generate a
multiplane hologram that allows JTC encryption and decryption of the
multiplane scene with acceptable quality.

The objects on each plane were satisfactorily recovered when using
the correct key and the corresponding propagation distance. The results
obtained using the BAE and DPE algorithms are similar, the latter pro-
duces a higher CC for the first plane but a lower value for the subsequent
planes. Overall, BAE produces a higher mean CC across all planes. The
object recovered on the first plane presents the best quality and the CC
tends to decrease as the propagation distance for the decrypted field
increases. Lastly, the objects recovered on each plane show no obvious
signs of the presence of the other objects, suggesting the possibility of
introducing the propagation distance as a security parameter to recover
each object and for use in steganographic schemes [53,77,78]. This
capability could be used in tandem with system modifications that
address JTC cryptosystem vulnerabilities to further increase system
security.

To analyze the effectiveness of the propagation distance as a security
parameter, we calculated the CC between the original objects and the
recovered field when propagated over different distances. Fig. 10 shows
the results of this test using BAE, along with the reconstruction obtained
at distances differing from the correct ones by approximately 2 mm. As
expected, the correctly decrypted field produces the first object, the next
object is recovered after propagating the field in the plane of the first
object 6.38 mm, and the propagation distance must be increased by 6.38
mm to recover each subsequent object. The correct propagation distance
for each reconstruction is indicated by the maximum values of the CC for
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Fig. 9. Numerical results after JTC encryption-decryption of four-object mul-
tiplane holograms obtained using different numbers of GGS iterations and
codified using different encoding algorithms. Below each column are the
average CC values for all planes. BAE: binary amplitude encoding, DPE: double-
phase encoding, CC: correlation coefficient.
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Fig. 10. Correlation coefficient between the decrypted BAE multiplane holo-
gram and the original objects as a function of the propagation distance.

each image obtained at those distances. Deviating from the correct value
by approximately 2 mm results in a defocused object with no indication
of the presence of the others. The behavior is the same when using DPE
as the encoding algorithm. These tests support the idea of strengthening
system security and flexibility by using the propagation distance as an
additional security parameter.

To test the maximum number of objects that can be simultaneously
encrypted with this proposal, we encrypted and decrypted a multiplane
hologram with 9 objects codified into it using the same object size, key
size, and separation. Generating holograms with this increased number
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of planes took approximately 14.4 s.

Fig. 11 shows the results of this test. As in the previous case, the
object recovered in the first plane has the best quality, with a decreasing
trend in quality for objects located in more distant planes. The latter
objects are not distinguishable when using a hologram generated with a
single iteration of the GGS algorithm, and only become discernible after
100 iterations, albeit with a considerable amount of noise.

When considering the case with 100 iterations of the GGS algorithm,
using BAE as the encoding algorithm results in decrypted objects with
higher intensity compared to using DPE. As a result, the objects obtained
with BAE present an overall higher CC, though some noise regions also
show higher intensity when using BAE. Overall, both BAE and DPE
provide similar results as encoding algorithms, although BAE generally
produces a slightly higher CC.

Finally, the proposed method was also tested by encrypting multi-
plane holograms containing a variable number of objects. These holo-
grams were generated using the same parameters specified for the test
shown in Fig. 11. Specifically, 100 iterations of the GS algorithm and the
GGS algorithm were employed to generate optimized keys and multi-
plane holograms of size 2160x 2160 pixels, with a pixel size of 3.76 pm.
The objects had a size of 320 x 320 pixels and were axially separated by a
distance of 6.38 mm when illuminated by a beam with a wavelength of
532 nm. The results of this test are shown in Fig. 12.

This test was then repeated using BAE instead of DPE, obtaining the
results shown in Fig. 13.

These results indicate that increasing the number of planes in the
multiplane scene reduces the average reconstruction quality across all
planes, as evidenced by the decreasing average correlation coefficient
values across all planes. The decryption quality is particularly low for
the planes that require longer propagation distances for recovery.
However, despite this trend, BAE presents higher average quality, as
measured by the CC, across all cases, ranging from 2 to 9 independent
planes.

Based on these results, and considering the decreasing quality of the
generated multiplane holograms as more objects are encoded, the pro-
posed method allows for the simultaneous encryption of up to approx-
imately 9 objects. Improved results could be achieved by using a
significantly higher number of GGS iterations during hologram gener-
ation or by employing alternative phase retrieval algorithms; however,
these options would increase computation time accordingly. Alterna-
tively, deep learning techniques could be investigated to achieve supe-
rior results while maintaining or even reducing computational
requirements.

8. Experimental results

To further support our proposal, we also conduct experimental tests
using the setup shown in Fig. 14. This setup is an interferometric
arrangement, where one arm has the proposed JTC encrypting system
with complex modulation shown in Fig. 7, and the other arm provides a
reference beam, which is only used to record the encryption key and is
not needed for the encryption process. The phase-only codified holo-
gram of the JTC input plane is projected using a GAEA-2, which has a
maximum resolution of 4160x2464 pixels and a pixel size of 3.74 pm.
The input plane is reconstructed by performing the optical FT of the SLM
plane with a positive lens with a focal length of 20 cm. A spatial filter in
this plane removes higher diffraction orders and the DC term. Subse-
quently, a second positive lens with a focal length of 15 cm performs an
additional optical FT of this input plane, ensures that the intensity
recording in the camera plane corresponds to the JPS between the scene
to be encrypted and the optimized key. The camera used is a
U3-3800CP-C-HQ digital camera with a resolution of 55363692 and a
pixel size of 2.4 pm.

Once the JPS is recorded, the next step is to record the information of
the phase-only encoded optimized key. For this purpose, the phase-only
encoded optimized key is projected onto the SLM. The optimized key is
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Fig. 11. Numerical results after JTC encryption-decryption of nine-object
multiplane holograms obtained using different numbers of GGS iterations and
codified using different encoding algorithms. Below each column are the
average CC values for all planes. BAE: binary amplitude encoding, DPE: double-
phase encoding, CC: correlation coefficient.
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Fig. 12. Numerical results after JTC encryption-decryption of multiplane ho-
lograms containing different numbers of objects, codified with double phase
encoding. The average correlation coefficient (CC) value for each case is dis-
played to the right of each row.
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Fig. 13. Numerical results after JTC encryption-decryption of multiplane ho-
lograms containing different numbers of objects, codified with binary ampli-
tude encoding. The average correlation coefficient (CC) value for each case is
displayed to the right of each row.

Fig. 14. Experimental setup. SLM: spatial light modulator, BS: beam splitter,
M: mirror, SF: spatial filter, L: lens, RA: reference arm.

reconstructed at the same position as the JTC input plane by the lens
with 20 cm of focal length. In this reconstruction plane, a spatial filter
eliminates all higher diffraction orders and the DC term. The second
lens, with a focal length of 15 cm, then performs its optical Fourier
transform. The interference between the reference beam and the Fourier
transform of the optimized key is recorded by the camera as an intensity
pattern, representing the Fourier hologram of the optimized key. The



J.A. Gonzalez-Moncada et al.

key information is then extracted from this hologram and subsequently
used for decryption

The experimental setup was used to reproduce the previous tests. The
codified holograms generated for the experimental tests had a size of
3840 x 2160 pixels.

Fig. 15 shows the experimental results when encrypting and
decrypting nine-object multiplane holograms generated using 1 and 100
iterations of the GGS algorithm. Once again, each multiplane scene was
encrypted using a key optimized with 100 iterations of the GS algorithm.
Though the overall quality is inferior compared to the numerical sim-
ulations, the same behavior is observed. There is noticeable improve-
ment when increasing the GGS iterations, as even the first objects are not
clearly discernible when using a multiplane hologram generated with a
single iteration of the GGS algorithm. The first object presents the best

Original 1 iteration 100 iterations
1mages‘ . BAE DPE BAE DPE

)-3581 CC=0.3070
0.3250

CC=0.0804 CC=0.0637 CC=0.
0.3910

01654  0.1492

Mean CC

Fig. 15. Experimental results after JTC encryption-decryption of nine-object
multiplane holograms obtained using different numbers of GGS iterations and
codified with different encoding algorithms. Below each column are the
average CC values for all planes. BAE: binary amplitude encoding, DPE: double-
phase encoding, CC: correlation coefficient.
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reconstruction quality and there is a decreasing trend for the subsequent
objects. Compared to the holograms codified using DPE, the ones
generated using BAE produce reconstructions with higher contrast
compared to the background noise and a higher CC.

The BAE algorithm produced noticeable better results in experi-
mental tests compared with DPE, in contrast to the numerical simulation
where the difference was much smaller. This effect is believed to be due
to the higher light efficiency produced by the holograms codified using
the BAE algorithm compared to DPE [64], which results in brighter
objects that are better differentiated from the background noise.

The results thus far indicate that BAE produces better results
compared to DPE. In addition, BAE avoids one of DPE main drawbacks,
as it does not limit the maximum size of the input plane that can be
codified. To highlight this critical difference, we increased the object
size from 320 x 320 to 420 x 420 pixels and performed numerical and
experimental tests encrypting a multiplane hologram with 6 objects
codified within it. This object size, along with the previous parameters,
results in an input field extending that’s too large to be codified into a
3840 x 2160 hologram using DPE [61]; however, the codification can
be achieved using BAE [64]. The results of these tests are shown in
Fig. 16. The trend from previous tests is maintained, achieving good
reconstruction quality despite the larger size of the target objects in each
plane. These results demonstrate that BAE allows codification, and
consequently, encryption-decryption under conditions that were not
possible with DPE.

1 iteration 100 iterations
Numerical Experimental Numerical Experimental

Original

4530
0.3975

C€C=0.2439 CCO.1642 CC=0.6264 C
0.2897 0.2059 0.5818

Mean CC

Fig. 16. Numerical and experimental results after JTC encryption-decryption
of six-object multiplane holograms with larger objects obtained using
different numbers of GGS iterations and codified with binary amplitude
encoding. Below each column are the average CC values for all planes. CC:
correlation coefficient.
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9. Conclusions

We proposed a technique that uses computer generated holography
encoding algorithms to enable fully complex modulation and control of
the input plane of a JTC cryptosystem. The technique allowed us, for the
first time to our knowledge, to use an experimental JTC DRPE crypto-
system to encrypt multiplane scenes. In doing so, we achieved simul-
taneous encryption of up to 9 different 2D objects, resulting in a single
encrypted object. Each object is recovered only when using the correct
encryption key and propagation distance, showing no obvious signs of
the presence of the other objects. This behavior suggests the possibility
of using multiplane schemes to increase the security of the cryptosystem.

Additionally, we compared the effects of using BAE and DPE as the
encoding algorithm used in our proposal. Overall, BAE produced better
results compared to DPE. BAE demonstrated a minor improvement in
numerical tests but showed clear advantages in quality and capabilities
when used in the experimental cryptosystem. This difference is thought
to be due to the higher light efficiency of BAE compared to DPE. Addi-
tionally, BAE lifted the restriction on the maximum size of the input
plane, allowing the encryption of objects with larger dimensions than
was possible using DPE, thus increasing the versatility of the encryption
scheme.

The results validate the capacity of the proposed scheme to encrypt
arbitrary complex optical fields, within the resolution restrictions of the
encoding algorithm used. This same approach could be extended to 3D
scenes, objects with extended depth, or any combination of holographic
scenes, enabling unparalleled flexibility to process holographic data
with an experimental DRPE scheme. Further enhancements to the pro-
posed technique could be achieved by exploring other phase retrieval
algorithms, multiplane hologram generation algorithms, encoding al-
gorithms, and different types of encryption keys that take advantage of
the full complex modulation of this approach.
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